Who is responsible for the onus of proof on online fraud transactions? In
perspectives of the eCommerce Law and Privacy Investment
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Abstract

In this study, we examine why there exist different legal
systems in electronic commerce or online financial trading.
When a fraud online transaction occurs and the online
customer disputes the transaction, the online customer takes
responsibility for the proof of her/his argument in many
European countries while in the U.S., the burden of proof
lays on the firm. This paper analyzes how these two
different legal systems exist and how these can be applied to
electronic commerce law. In particular, this paper intends to
find the optimal level of e-commerce firms’ investment on
security and analyzes how security investments can be
related to firm’s profits and consumer’s welfare depending
on IT infrastructure and social trust environment. More on,
this paper can be contributed to provide guidelines for
regulatory framework on ecommerce online transactions and
discuss social welfare implications.
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L. Introduction

Internet has changed many of the forms in which we do
business and encourages many firms to get involved or shift
into e-commerce. The compound annual growth rate of
e-commerce in the U.S. is 25 % during the past five years,
and it accounts for more than 2% of all retail sales. At the
same time, the growth rates in South Korea and the U.K. are
50% and 80%, respectively (Mientka, 2006). As the size of
e-commerce €COnomics increases, e-commerce security is
still a critical obstacle that hinders faster growth of
e-commerce. The security risk of e-commerce is growing in
similar scope and scale with the growth of e-commerce. For
example, according to a study in 1999 by Meridien Research,
credit card frauds charged merchants more than $40 million
per year, and $60 billion was estimated for the loss in 2005
(Tribunella, 2002). Although much effort has been made for
secure online transactions, serious security accidents, such
as credit card frauds and hackings, are still occurring.

There are several factors that have caused e-commerce
security risks. Ghosh (2004) addresses three main factors of
e-commerce security problems: first, the dependency on the
electronic medium for firms’ core business, second, the
growing complexity needed to support complex e-commerce
transactions, and third, the high value of the digital assets
flowing through the Internet. Kim et al. (2005) suggest three
high-level categorizations of e-commerce security: security
managerial issues, fundamental security issues, and security
technology issues. In general, e-commerce security problems
can be approached from three perspectives: technical issues,
managerial/policy issues, and legal issues. The three issues
should be equally stressed; lack of caution in one among the
three could cause irreversible security accidents. But, since
few e-commerce security works encompass legal issues in
analyzing e-commerce framework, we focus on the
e-commerce law as a determinant of e-commerce firms and
online customers’ decisions.

The purpose of this study is to investigate the effects of
several countries’ legal environment on e-commerce security
risks and to discuss e-commerce firms’ behavior in regard to
their security. In particular, we intend to study the
e-commerce firms’ decision on the level of investment on
security and consumers’ participation in e-commerce under
different laws in the U.S. and European countries.

II. Research Background and Framework

E-Commerce Framework

The e-commerce framework consists of three main entities:
e-commerce firms, online customers, and governments that
provide e-commerce laws. First, e-commerce firms create
electronic markets and sell their products to intermediate
buyers and sellers. The objective of the firm is to achieve the
highest profit through its e-commerce channel, so their
decision on investments on security will align with the
objective. Second, online customers determine demands on
electronic markets. The customer’s payoff obtained by
participating in e-commerce would be determined by various
factors, including the perceived convenience and the
perceived security risk. Third, governments provide
regulatory skeletons to promote e-commerce or minimize
risks occurring in e-commerce transactions. Today, countries
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have their own e-commerce laws and some of them have
contrary provisions. In this study, we argue that different
legal systems for e-commerce will lead to different
outcomes in e-commerce in terms of the level of firms’
investment on security and consumers’ participation in
e-commerce.

E-commerce Security

From e-commerce firms’ perspective

E-commerce security could influence the firm’s performance
in various ways. For example, insecure e-commerce systems
may result in a decrease of sales revenue by discouraging
potential customers from purchasing goods or may cause
security accidents that could lead to a huge financial loss on
the part of the firm. Thus, the firm has an incentive to invest
on security. However, the level of investment could vary
depending on the e-commerce legal system under which the
firm is regulated. For instance, if the law is more favorable
to e-commerce firms when fraud transactions are disputed,
the firm has less incentives to invest on security. Vise versa,
if the law is more favorable to online consumers, the firm
has a stronger incentive.

In this study, we focus on the e-commerce firm’s
decision on investments on security as a decision variable
because it is one of the most fundamental decisions that the
firm makes when determining the level of its e-commerce
security. To enhance the security of e-commerce systems,
firms need to approach the issue from both a managerial and
technical perspective. In addition, they need to understand
laws and regulations for e-commerce. Typical managerial
security issues include risk analysis management, privacy
and ethics, security evaluation, and security policy; technical
issues include database security, web security, network
security, system security management (Kim et al, 2005). The
firm needs to consider all of the issues above to enhance its
security, but the fundamental decision that the e-commerce
firm has to make is the amount of investment or budget
allocation for its security. The detailed technical and
managerial issues would be planned and conducted within
the budget. Without senior level managers’ support in the
form of budget, it would be hard to have highly secured
e-commerce systems even though an e-commerce firm may
have the ability to conduct each security task well. Thus, we
focus on the level of investment on security as the firms’
decision variable.

E-commerce firms are more likely to be victims of fraud
online transactions, such as credit card fraud and privacy
problems, rather than online customers. Credit card frauds,
in most cases, result in e-commerce companies’ financial
loss because the company has to take responsibility for fraud
payments made with stolen credit cards in many countries.
Although many online customers fear potential credit card
frauds, in most cases, merchants become a victim of the
fraud, while off-line credit card frauds generally end up in
card holders’ loss if merchants follow proper procedures.
For example, Expedia.com lost more than $4 million when
airline tickets were purchased with stolen credit cards
(Laudon & Traver, 2002, p. 229). In this regard, e-commerce
firms have strong incentives to enhance security and prevent
credit card frauds.

From customers’ perspective

E-commerce definitely gives consumers some benefits, such
as lowering search costs and overcoming regional distances.
But there are some challenges in e-commerce from the
customers’ perspective. Among the challenges, customers’
trust in e-commerce sites is one of the critical factors. In
general, the trust is determined by the security level of
e-commerce sites. Suh and Han (2003) identify that the
customer’s perception of security control has influence on
the customer’s e-commerce acceptance, mediated by trust.
We argue that the perceived security level or trust of an
e-commerce site can vary with different e-commerce laws.
For instance, if the law is more favorable to e-commerce
firms when fraud transactions are in dispute, consumers
have less incentive to participate in e-commerce. Vise versa,
if the law is more favorable to online consumers, consumers
will have stronger incentives.

Discussion of credit card frauds is very meaningful
because it is perhaps the most frequent form of e-commerce
crimes. Credit card fraud is a major threat that online
customers fear when they pay with their credit card, though,
in most cases, merchants have to pay for credit card frauds
(Laudon & Traver, 2000). An e-commerce company cannot
attract customers unless they give them trust about the
security of their e-payment. In this regard, many small
e-commerce sites outsource e-payment systems, such as to
yahoo e-payment, to give online customers the trust though
it costs them lots of fees compared to the size of their sales.
The exposure of private information as a challenge to the
e-commerce growth is also an important issue in our study
because credit card frauds may result from exposure of
personal financial information. Since exposure risks of
private information do not appear to be reduced despite
outstanding technological advance in Internet security,
customers are reluctant to provide their private information
to e-commerce sites (Keen et al, 2000; Ott, 2000). The
amount of spam mail delivered to Internet users and calls
from telemarketers never seem to decrease or even worse,
seem to increase. Most e-commerce sites require customers
to register and sign into their sites, and they have a number
of required personal information. The private information
could be exposed by hackers, intentionally be sold by
someone in the e-commerce site, or be uncovered due to the
lack of appropriate internal security policies. The private
information might include very crucial information, such as
the user’s SSN, bank account information, password, etc.
Thus, many Internet users prefer purchasing goods from a
well-known and reliable site rather than small-size sites even
when the well-known site sells the good at a higher price. As
the perceived threat increases, more customers refrain from
participating in e-commerce. However, the threat can be
mitigated if ex post risks are lowered by e-commerce
regulation.

In summary, we can perceive that different laws about
fraud online transactions would induce e-commerce firms
and online customers to behave differently. The e-commerce
laws more favorable to consumers in case of fraud online
transactions will motivate firms to spend more on security
and drive consumers to participate more in e-commerce. On
the other hand, e-commerce laws more favorable to
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e-commerce firms in the same case will drive firms to invest
less on security and drive consumers to participate less in
e-commerce.

However, the amount of a firm’s expenditure on security
does not mean the superiority of one type of e-commerce
regulation over the other. We also intend to see whether a
lower level of a firm’s investment in security under one type
of e-commerce laws will create greater profit than a higher
level of a firm’s investment on security under the other type
of e-commerce law.

E-Commerce Law in the U.S. and Europe

E-commerce laws define and clarify regulatory framework.
Parties participating in the transaction make their decisions
under these laws. The legal systems in the U.S. and in
Europe are often compared to each other since the laws in
these two regions are some contrary provisions. We intend to
examine how the different legal systems regarding
e-commerce affect e-commerce firms’ investments on their
security and online consumer behaviors. In particular, when
a fraud online transaction, laws in the U.S. and some
European countries are quite different; the U.S. e-commerce
law appears to be more favorable to customers, but the
e-commerce of law in the U.K. and some other countries is
likely to be more favorable to e-commerce firms (Anderson,
1994; Anderson, 2002).

I11. The Model

We analyze two different e-commerce legal systems
regarding whether the onus of proof should lied on
customers or firms when a security accident occur. In the
U.S., when a dispute regarding an online transaction arises
between a customer and an e-commerce site, the burden of
proof is given to the e-commerce site. If the e-commerce site
cannot prove the transaction is correct, it has to accept the
customer’s argument and it has to refund money to the
consumer. But, in the U.K., Norway, and the Netherlands,
the burden of proof is given to online customers (Anderson,
2002). We analyze two situations depending on the onus of
proof in the transaction dispute between customers and
firms.

When the Onus of Proof is on E-commerce Firm

We assume that consumers are uniformly distributed along
[0, ¥] according to their reservation prices, P, and
consumers purchase one unit of product. A consumer, v& [0,
V] will obtain the surplus, U(v)= v-P, in consuming a
product and will buy the product if v-P>0. Thus, the demand,
0, wiil be V-P.

We assume that there is an e-commerce firm which
sells a product through the Internet and there are two cost
types when a security accident occurs. The first type can be
general security costs related to security accident or disaster,
which is denoted by R(e). The second type can be proof

costs when a firm spends to prove the accident is not its
responsibility, which is denoted by S(e). Both costs are
reduced when a firm invests more on security level and these
are assumed to have negative relationships with the amount

of the investment, denoted by /. Thus, OR( *) <o and
ol

05(¢) _ . Also these are slowly reduced as a firm increases
ol

the investment level, thus  9°R(s) _, and 3°S(e) <0-
2 2
(1) (or)
R(e)and S(e) can be affected by other exteral

security factors in a micro perspective such as the unit cost
per proof and the initial probability of security accident
when there are no investment on security. These factors
affect on the security level according to individual firm’s
various situations such as culture, security and privacy
policy, etc,. We denote a degree of the monetary loss from
the onus of proof by a and the initial risk probability
exposed to security accident when the firm does not invest
on any kinds of security by s. Thus, as a and s increase the
overall security costs increase. Last, R(e)and S(s)can be

affected by other external factors in a macro perspective,
thus these are related to national level such as national
culture, behavior, and IT infrastructure, etc,. rather than
individual firm’s level. We denote these factors by & relating
to a elasticity of investment. Thus, low k means the unit
effect of the investment is low and it represents the society
has higher IT infra level, K. While high k¢ means that the unit
effect of the investment is high and represents the’society
has low K because a little increase in investment can make
the security risk lower. For example, if one country increases
investments in the fundamental IT infra level or has more
positive morality or attitude, the firm will have less
experience on security disaster and overall security costs
will decrease. Then, the firm in this case will find an
optimal security investment level to maximize its profit and
the profit function can be represented as below.
Hl = PIQI —R(II"al’sl’kl)—S(II"aI’Sl’kl)_Il (l)

,where the subscript / means the first case we analyze, P
is price of the goods, O is the demand or sales, R(e) is the

general security disaster costs, S(e) is the proof costs for

security accidents, and / is the amount of the investment on
its security. Without loss of generality we can assume that
the security disaster costs, R(e), and proof costs, S(e),

have a positive relationship with the sales size. That is, if the
number of the transaction and the amount per transaction
increase there exist more possibilities that security costs
occur higher. We can interpret the number of the transaction
as quantities or demands and the amount per transaction as a
price, thus, R(e) and S(e) have a direct relationship

with total sales level. Considering all these factors we can
represent R(e) as follows;

R(I:ask PQ) =dprobesales=—— PQP)=—— PV —P) (3)
1+k! 1+kl
The first part of security disaster costs means a probability
when a security accident occurs. The security costs decrease
as a firm invests more on security depending on the initial s
and / level. The latter part means total sales level. Without
loss of generality we can assume that the security disaster
costs and proof costs have a positive relationship with the

sales size. This is because if the number of the transaction
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and the amount per transaction increases there exist more
possibilities that security costs occur higher. Also we can
represent S(e) by a positive linear relationship with

R(e). Thus, S(e) isthe portion of the R(e) denoted by
a'and a'<0. S(e) can be shown as follows.

s
- 4

]+kIP07 P) @

Since the proof costs are simply assumed to have a positive

relation with security damage costs, from (1) through (4) the

firm’s profit function can be represented as follows.

S(l;a,s5kPQ)=a

N,=RO -R(I; a5,k )=-S(1;a,,s,k )~ 1,

: RV-R)-1, (5

] , S
=P|(”"D|)—WP|(V‘P|)‘HW

=R( - R)-(+a’)—- Al -R)-,

=R =R)-a Rl =R)-1,

,where &= a'+1and a>1.

The term _* P(V - p,) Tepresents the overall costs for
1+kf

security accidents including proof costs those firms like an
e-commerce firm bear when firms invest the amount of / on
security. From the first order condition we find an optimal
price and the level of investment on security that maximizes
the firm’s profit as follows.

.V

P]=5 (6)
H=—1+1»gﬁV 7

ko 2\ k,

When the Onus of Proof is on Online Customers

When the onus of proof for security accident lies on
consumers’ side, the firm does not worry about the proof
burden for the fraud online transaction. Thus, the proof cost

term, S(®), is not in the firm’s profit as follows;
I, =P0,-R(1,;a,,5,,k, ) - I, 6))

,where the subscript 2 means the second case we are
analyzing.

Under the regulation that the burden of proof lies on the
customer side, the value which customers feel when they
buy goods through the online transaction decrease as
security disaster risk increases, thus, net consumer utility, U,
who has valuation v, can be written as follows;

as
U=sv-P-—2-P,. (9
1+k,1,
Thus, a consumer whose net utility is nonnegative will buy
goods and the demand will be

Q=V-P-—2

————P (10)
1+k,d, °

Then, the firm’s profit is

IL=P0 -R1,;a,s,k )1,

an
L e L St A
1+, ) 1+k,1, 1+k,1,

From the first order condition, we find an optimal price and
security investment that maximizes the firm’s profit as
follows;

4 a4,

P =— -2 12)
2 1+a)k,
I;:_l+as2+l l+a % (13)
k, 2 k,

IV. Strategic Implications for Ecommerce Law and
Optimal Security Investment Policy

In this section we discuss the conflict question that why the
onus of proof in security accident or fraud transaction in
electronic commerce or e-banking areas can be different
across countries or culture or IT infrastructure level etc., and
we suggest new guidelines for countries which have not
prepared a specific ecommerce law or e-banking transaction
law. Also we discuss recently U.S government enforce any
companies to have privacy departments, which drives firms
to increase security investment amount. Our results show
this enforcement does not make worse in firm’s profit, but
rather in some conditions, an increase in security investment
can guarantee better profit for firms.

Why does different regulations exist?-Implications in an
ecommerce perspective

From optimal prices and security investment level we can
draw firms’ profits and compare two cases with discussion
implications. For compare two regulation effects we set
s;=s;=s and k;= k,;=k, then, the following proposition is
derived as follows;

Proposition 1.

>
mm JE;“@‘”‘V”;M.
<

Proof. Omitted because it can derived from a comparison of
the firm’s profits for each case. []

I, I,

4

> k

*

k
[Figure 1]. Profits and k (when V is relatively lower)
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Proposition 1 means that if & is enough the profit of the case
1 is more profitable than the case 2 while if k is not enough
situation the profit of the case 1 is less than the case 2. Since
we interpreted the factor, k as a elasticity of the investment
in national security level or overall unit investment effect on
the security risk or a measure of the morality or attitude, if
the country or society has lower (in case that society has
more Infra Level, K), the government will tend to choose the
case | regulation and if the country or society has higher &,
the government will tend to choose the case 2. This
proposition can be applied to ecommerce or e-banking
situations. If & is higher situation, even the government can
burden the onus of proof on the firm, the firm will have no
loss experiences.

* *

Corollary 1. ok >0, Ok >0, <0

oa Os oV

Corollary 1 means that if &, s becomes increase, the firm
wants to be in case 2. In this case if government give the
burden of the proof on consumer side the consumer will
resist' and if government give the burden of the proof on
firm side the firm will resist, which always results in
conflicting situation. Thus, the government should invest
more on IT security or some Infrastructure in this situation.
However, when the V is larger, the firm will have burden the
onus of the proof. This can be very strict conclusion, when
the product is very expensive and the security disaster
happens if the government gives the burden the onus proof
the consumer’s resistance will be very high and market can
be no longer exist. This means if the product is more
expensive the case 1 will be more often, thus, firm will
burden the onus of the proof.

The Regulation on security investment level can be
enforced?-In a firm’s profit perspective: relationship
between security investment level and profit

From the above results we can draw the following
proposition.

Proposition 2.

i \/EiZa(\/ﬂ?:;«/;)\/;

Proof. Omitted because of simple calculation of comparison
between two investment levels.

* — *

<
]I IZ
>

1 s
We also need to check consumer’s welfare for the case 2.

(&)

P > k

Figure 2. Optimal Investement and Infra level

The proposition 2 is very related to the first proposition 1.
This means that if the society has better Infra level (low £),
the firm will tend to increase investment on security level
when government enforces the onus of the proof on the firm
side while the society has worse Infra level (high &) , the
firm will tend to increase on security when government
enforce the onus of the proof on consumer side.

Proposition 3.

If \/l+aV+~/a)& S\/ZSZQ(VHC:’“/E)‘/;,E 211, for I, 21,.

1,1, 1,1,

-~

L 4
=~

- *

/ —— S
k k,
Figure 3. The Condition of the Government enforcement
on Security Investment.

The proposition 3 means there exists the condition that even
though the firm spends more money on security level the
firm can attain better profitability. Within some area of the &
in figure 3, if the firm will have a incentive to invest more
on security to secure its profit. This is in line with that
recently U.S. government tends to enforce that firms should
have spend more on security and privacy level. This result
can give some guideline for some country which still does
not prepare electronic commerce law on fraud transactions.

-703-



V. Conclusion and Future Work

There are a number of papers that address firms’ security
issues qualitatively either with a technical approach or with
a managerial approach. However, there are few studies that
provide the optimal level of firms’ investment on security
with analytical mathematical models. Thus, the value of our
study lies in making a contribution to the academic stream of
security by exploring an analytical mathematical model that
may be helpful in understanding the nature of security
issues.

In industry, firms’ investment on security is a very difficult
decision because the uncertainty of security accidents is very
high and the scope of financial damage for each security
accident is very wide. Therefore, most companies spend
more money ex post security costs rather than ex ante
security costs. However, our model may provide a guideline
for e-commerce firms to find an appropriate level of
investment on security.

Our study may be useful for governments in regulating the
e-commerce industry of their countries. Many countries are
still refining their regulations about e-commerce since
e-commerce is quite a new area and keeps changing in scope,
magnitude, and form. Using our model, governments may
understand how their regulations affect the behavior of
e-commerce firms and online consumers, and Pareto
efficiency.
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