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Abstract- The routing protocol that is appropriate for an ad
hoc network is essentially needed. But the researches
about the routing protocols for ad hoc networks so far are
mainly target the efficiency and assume the trusted
environment. But these protocols are not well operated at
the networks that adversaries exist in. In this paper, we
propose a new on-demand secure routing protocol for ad
hoe networks using ID based cryptosystem. Our protocol
can authenticate all nodes in the routing path with less
network resocurce consumption than previous secure
routing protocols. And our protocol does not need the
fixed infrastructure without unrealistic assumptions
because of using D based cryptosystem.
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I. Introduction

Unlike the wired network, an ad hoc network has the
feature that each node in the network can move freely and
the topology of the entire network is frequently changed.
So we can’t have the enough performance for ad hoc
networks using the routing algorithms that is used for the
wired network. For this reason, many routing protocols
that are compatible for the characteristics of ad hoc
networks are proposed. But, many researches so far zero
in on the purpose of the efficiency of the routing
performance. The characteristics of the ad hoc network
enable itself to be used for the military applications and
the communication between the unmanned devices that is
needed for the dangerous environment. So routing
protocols for the ad hoc network used in such applications
must have the secure and reliable feature.

The concept of the ID based cryptosystem is proposed by
Shamir in 1984. It is different from the common public
key infrastructure system(PKI) in that the public key of
one’s user is the ID of one itself. It is of benefit to us that
we don’t need to access the directory server to know the
public key of other users. Therefore, the fixed
infrastructure is not needed after the initialization process
of distributing the private keys of the users, This is the
common required environment that Ad hoc networks
need.

In this paper, we propose the secure routing protocol
using ID based cryptosystem. Differently from the
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existing protocols, our protocol can authenticate all the
intermediate nodes that are in the routing path. And it
needs only constant cryptographic parameters for a route
request/reply packet with no dependency of the path
length. So it can reduce the additional network resource
for the cost of routing protocols being secure. Our
protocol uses public key cryptosystem without the fixed
infrastructure in operating the network. By this reason, our
protocol doesn’t need the additional network resource
consumption for exchanging the certificate of the nodes in
the network. From the point concerned above, out
protocol suits the purpose of the ‘ad hoc’ network routing.
Our protocol can be applied to the on demand source
routing protocol such as DSR[1,2].

II. Related Work

For the routing protocols with security feature, some
methods are proposed[3-10]. But we mention only three
recently proposed methods. We discuss Ariadne, ARAN
(Authenticated Routing for Ad hoc Networks) SRP
(Secure Routing Protoco! )[8-10]. They are using hash
chain, public key cryptosysttm and symmetric
cryptosystem each for securing their protocols. These
three schemes were used in almost all existing methods
for the secure routing protocols targeting on ad hoc
networks.

ARAN uses the public key infrastructure that needs
certificate authority (CA) for its security feature. In
ARAN protocol, all nodes in the network must attach their
certificate signed by CA when they perform the route
recovery i)rotocol or route maintenance protocol. So
ARAN has a weak point that all nodes consume additiconal
network resources for sending their certificates. Not only
this point, the source node that want to know the routing
path to the destination node cannot authenticate the
intermediate nodes that are in the routing path. Only
previous node that sends the route reply packet directly
and the destination node can be authenticated.

SRP assumes the shared symmetric key between the
source node to request route path and the destination nade.
So If the route request packet generated by the source
node arrives in the destination node, destination node
authenticates the path in the route request packet by using
message anthentication code (MAC) and reply it to the
source node. The major problem of this protocol is that it
also cannot authenticate the intermediate node in the
routing path, For this reason, the malicions intermediate



nodes can longer the routing path by inserting fictitious
node. And this protocol assumes the shared key between
two nodes. So if’ one node wants to know the path to the
node that does not have the shared key with the one node,
they must perform the key agreement protocol for sharing
a common key. Its cost is comparable with the public key
operation. Using such operation reduces the efficiency
benefit of using the efficient symmetric operation in SRP
protocol.

Ariadne is based on the on-demand routing protocel. It
uses TESLA (Timely Efficient 1oSs toleration
Authentication  protocol), the broadcast message
authentication scheme[11-12], TESLA assumes the
maximum time synchronization error between all nodes
participating in the protocol. And it uses the hash chain for
the nodes in the network to authenticate the packet of
other nodes. Different from the above two routing
protocols, Ariadne has a good merit of providing the
source nodes to authenticate all intermediate nodes in the
routing path using the TESLA MACs in the route reply
packet. But it has some drawbacks. The first one is that it
assumes the time synchronization between the nodes and
maximum transmission delay of the links. These
assumptions are somewhat impractical for ad hoc
networks. And the second weak point of this protocol is
using the hash chain. In Ariadne, all nodes must know the
hash chain values of all the other nodes and these hash
chain values must be updated after the last value of the
hash chain is used. For updating hash value, nodes must
perform the public key  operation. It also decreases the
efficiency merits of Ariadne. The last drawback is that the
intermediate nodes must add their MACs to the received
route request packet. So the route request packet is much
longer than that is without using secunty features of only
addmg their addresses to it.

_IIL. ID-Based Cryptosystem

ID based cryptosystema was proposed by Shamir in
1984{13]. The essential point of ID based cryptosystem is
that any string can become the public key. Shamir
explained this with giving the example of the e-mail
system. If Alice wants to send the encrypted mail message
to Bob that has the email address of B@hotmail.com,
Alice can get the public key of Bob easily by using
B@hotmail.com itself. So ID based cryptosystern has the
merit that all nodes participant does not need to access the
public key directory.

Until a few years ago, the pracucal scheme that meets
the concept of the ID based cryptosystem had not been
proposed. But in 2001, Boneh and Franklin proposed an
efficient scheme using Weil-paring [14]. After this, many
researches are being performed for ID based cryptosystem
and its applications.

Boneh and Franklin’s scheme is based on the
Weil-paring. Weil-paring works on the particular
super-singular elliptic curve E / F, and it maps the two

points on the curve that are the elements of some group

G, of order q (q is prime) to an clement of G, in F,
- P

We present only the basic property of modified
Weil-paring that can be easily applicable for the
cryptographic operation, The detailed description about
Weil-paring is omitted.

— The basic property of modified Weil-paring
é:GIXGl — 62[14]

1) Bilinear : For all P,Qe G, and a,beZ ,

aP,bQ) = &P, Q)"

2) Non-degenerate : z(p pye # , isan element
P

of order g, in fact a generator of G,

3) Computable : Given P,Q e G, , there exists an
efficient algorithm for computing &(P,Q) and
its complexity is comparable to that of the
modular exponentiation in F,

IV. Proposed Secure Routing Protocol
In this chapter, we present new secure routing protocol.
Our route discovery protocol can authenticate all nodes in
the routing path and need less network resource
consumption than existing protocols. We apply the Boneh
and Franklin’s scheme to our secure routing protocel for
adding the efficient security features. We assume that all
nodes participate in ID based cryptosystem. In first section,
we describe the environmental assumptions for our
protocol and we present our secure routing protocol in
second section.
1 Environment
The assumptions for our proposed protocol is described
below. Each node i in the ad hoc network has the
following information. It is almost exactly the same that
of Boneh and Franklin’s ID based cryptosystem.
* System parameters
- A large k-bit prime p
(p=2mod 3, p=6g-1 (g: prime ))
- An arbitrary point Pe E/F_ oforderg
(E: y® =x*+1 over F,)
- Public point P =
* Cryptographic hash functions
H, :sz - oG o = F,,
H, 01} — E/Fp- for some n .
H,: (01" x{0,1}" > F,
Lo = o
* Public information
- Identification value : 1D, ,

it can be directly derived to public key of i ,
n P = H . (ID f)
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- ID, can be known to any one in the network

- R, is unknown value and cannot compute it.
* Private information

- Private key of nodei, sn,P

- Private key of each node is only known to itself.

The network assumptions are as follows. The
adversaries in the network cannot attack below the
network layer such MAC (Medium Access Control) layer
artack. And the adversaries can inject, modify, and remove
the packets that are sent to them. And we assume the
source node that initiate route discovery protocol and the
destination node are trusted nodes.

2 Proposed Secure Routing Protocol

In this section, we describe the detailed procedure of
proposed routing protocol. It consists of two parts. The
one is route discovery protocol and the other is route
maintenance protocol.

® Route discovery protocol

For any node S in the network, it can have the routing
path information from § to the destination D to perform
the following procedure. We assume the intermediate
nodes in the routing path are 1~k. The form of route
request packet is described in figure 1. In the route request
packet, W U,V are cryptographic parameters and

seq is the sequence number of the packet that is
generated and managed by each node. Sign (M) is the

result of signing a messagé M using a private key A. Our
protocol uses the signature schemes that are proposed
before[15].

<RReq, Sourcell), DestinationID, seq ,
Signs( M), (IntermediatelD — list) , W, U, V>
(M= (RReq | SourcelD | DestinationID | seq || W)

Fig. 1 form of route request packet

A node S that initiates route discovery protocol perform
the following procedure
1) Generate a random string o € {0,1}" and using its

ID, e {0,1}",compute r=H,(ID ,05)e F,
2) Using r generated in 1) and its private key sn P
compute the values below.
é(rP,sn P)=g™" (g=2(P,P))
(&(sP,H,(ID,)Y ®r=(6(sP,n,P)) ®r
=8 ®r (g =éP,P))

3) Using the values generated in 1), 2) make the following
packet and broadcast it.

<RReq, ID,, ID,, seq, Sign (M}, (),
rP, grms X0 g grmd Dr>

The intermediates node §{ (1Si{<k) that receives

route request packet does the followings. A received
packet has the form.
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<RReq.1D;. 1D, Sign, (M), seq,(ID, ,..JDH),W,U,V >
1) Verify the signature value. If it is correct, adds [ID,

the intermediatelD-list. And the compute Lhe new value of
U by following procedure.

U =UxérP,sn.P)

2) Rebroadcast the packets generate in 1). The content of
new packet is as follows.

<RReq, ID,,ID,, seq,Sign (M), (ID, ..., ID,),W,U,V >

A destination node D that received routing request

packet and whose ID is matched to value of DestinationlD
field in the packet performs the following procedure. The
form of received route request packet is as follows.

< RReq,IDg, 1D, seq, Sign, (M), (ID,,...ID )W, U,V >

1) Compute r' using private key of D and the values of
packet received

r'=V @& éW,sm,P) 7
2) Get the public keys of the IDs that are described in
intermediatelD-list by following computation.

{mPln,P=H,(ID)1<i<k)
3) Using system parameter SP and the values computed
in previous steps, compute A value.

=[P, Y, mP)Y
4) Using A value, Compute o' by computing
c'=UxV~. And compare 7' and H (g ID;) if
two values are equal, go to next step and otherwise, the

received packet is dropped.

5) Make the following route reply packet. It is sent
through the reverse list of intermediatelD-list in route

request packet.

< RRep, seq, (D, ID|,.., ID, 1D, W.V @ o', Sign, (M) >
(M = (RouteReply |seq [ ID [ ID, .. ID 11D, IW |V & '),
Signy, : signature of D)

After receiving the route reply packet, the intermediate
nodes in routing path and source nede S verify the
signature of D. And if it is correct, they add the path in the
packet to their route cache.
® Route maintenance protocol

Assume a node A want B to send a packet that is
originated from S. If the link between A and B is broken,
A sends the following route error packet to 5.
< RErr,seq, (node-listin pathfrom A t08),(ID,, ID;}, Sign, (M) >
(M = (RErrl seq| (node- listin path from A 105} ID, | IDy))

The intermediate nodes in the path from A to S verify

its signature and apply this mformanon to their routing
cache.

V. Security Analysis
In this chapter, we discuss the security of the proposed
protocol. The first section describes the security of the
cryptographic techniques used in the protocol and presents
the proof sketch that is need for the integrity of the route
request packet in our routing protocol being preserved.



1. Security of integrity and unforgeability

Almost all cryptographic schemes in our protocol are
applied from the previous result of Boneh and Franklin’s
IBE scheme. The procedure of making V vaiue in our
protocol is the same that of the encryption procedure in
IBE scheme. And the signature scheme used in our
protocol is the result of previous research.

Therefore the security proofs of these schemes are
already done in the papers that propose these schemes
[14,i5]. So our security proof is focused on the security of
U value. In other words, the essential point of the security
of our protocol is whether the active attacker can modify
U value without using his private key or not. For solvmg
this problem, we proved the following theorem.

Theorem 1. For any sum of two public keys

(r, +n,)P that is derived by ID,,ID, , one cannot
find any two other ID values of [D,,JD, such that
(n +n,)P=(n;+n,)P

Simple proof

For the elliptic curve discrete logarithm problem, the
attacker cannot know the value », + n,and any n,
So the
attacker can use only the valae (n, + s, )P . In this case,

the attacker must solve the problem of finding matched
ID, for any given valuen, P . But the hash function

value from public key n, P derived by ID, .

H, has one way-ness property. So if this property is
preserved then the attacker cannot solve the problem. By
these two reasons, the theorems are preserved. m

The theorem described above can be extended to
k(> 2) public key case. By this fact, the U value used in
our protocol is generated by only the nodes in the routing
path described in the route request packet. So the only
way to modify the intermediatelD-list is using the private
key of some node or attacker himself. But the private key
is generated by only key distribution center. So if the
attackers cannot pass the authentication procedure of key
distribution center or cannot know the master-key value s,
they cannot modify the route request packet.

The route reply packet is protected by the signature of
the private key. So if the signature is not forgeable the
integrity of the packet is preserved.

2. Security against resource consumption attack

Proposed protocol is using ID based cryptosystem
which is one of the public key cryptosystems. So it is
relatively more vulnerable than existing protocols using
symmetric. key cryptosystem., But the resource
consumption attack can be prevented by using other
network features such as counting number of packets per
some duration and additional policy. For example, we
make the policy such as if a node that send invalid packets
for several times, or sends packets beyond agreed number
of packets per a second, drop all the packets originated
from the node for some times. The attacker can do the
resource consumption attacks using valid packets of
passing the 'verification procedure. But the attackers
cannot get the private key unless they cannot pass the
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authentication procedure of the key distribution center.
Although the attacker gets the private key of some user,
they cannot perform resource consumption attack because
performing signature operation of large packets needs
much computational resources too.

YI. Performance Analysis

In this chapter we discuss the performance of proposed
protocol. Our protocol has the following efficiency and
functional merits that existing protocols do not have. First.
our protocol enables to authenticate all nodes in the
routing path. Ariadne has the same property but our
protocol need less network resource than Ariande.
Compared to Ariadne, our protocol needs only 4
cryptographic parameters per route request packet but the
number of cryptographic parameters in the route request
packet of Ariadne is proportions to number of
intermediate nodes in routing path. In computational
aspects, our protocol needs more computational resources
than Ariadne. But Ariadne needs some time delay because
it is using the time synchronization assumption. In
Ariadne, they assumes maximum time synchronization
error time is 0.2 seconds that is comparable to the time
that is needed for performing public key operation in
recent common PC.

VII. Conclusion

In this paper, we proposed a new secure routing
protocol for ad hoc notworks using ID based eryptosystem.
1t need not fixed infrastructure such as certificate authority
after initial key setup procedure is done. And our protocol
can authenticate all nodes in the routing path using less
network resource consumption than old protocols. In the
future, we will apply the ID based cryptosystem using
Weil-paring to other security systems for ad hoc networks.
ID based cryptosystermn has the same characteristics that of
ad hoc networks in not needing fixed infrastructure. In
addition, It has many useful properties such as no
communication being needed for two-party key agreement.
Therefore, ID based cryptosystem will be able to be
applied to many fields in ad hoc network security.
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