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Abstract Complete Subtree scheme(CS) is a well known broadcast encryption scheme to perform
group rekeying in a stateless manner. However, statelessness comes at a cost in terms of storage and
message overhead in transmitting key material. We propose a Merged Complete Subtree scheme
(MCS) to reduce the communication overhead. It is more practical to make broadcast encryption
schemes in network environments with limited bandwidth resources. We define all possible subset
unions for ever two subsets of CS as new subsets having own key. The modification causes more
storage overhead. Nevertheless, it is possible to make the size of a header, including key materials,
half using subset unions of MCS, because the size of a header depends on the number of used subsets.
Our evaluation therefore shows that the proposed scheme significantly improves the communication
overhead of CS, reducing by half the rekey communication cost. The proposed scheme has the
advantage of rekey communication cost when the number of revoked users is significant percentage
of the number of potential users. The proposed scheme is fully collusion resistant.
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