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execution ¥4 |F3= execution H|O]E, read

ins ins

2} write Y& FFE= access HOlEo] AT o
714 access HIOlEL types ©°]&3ld reads}
write® TESIH, read® 'r'E, writewe 'w'E Y

AT X3 access HolEQ 2 HolE ©Z A
AE =4, address € HIOJES FAE YEH L
name @I size @2 Hdd F4£E EAFY] A3 AR
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<trace>'

<ins address="instruction address">

<rtn>routine name</rtn><sec>section name</sec>
<img>image ID</img><hex>instruction in hexadecimal</hex>
<dis>instruction disassembled</dis></ins>
<execution id="execution ID"
address="instruction address" tid="thread id"
<read ‘' execution="execution ID"
ip="instruction address" address="operand address"
operand size" tid="thread id" ‘- />

/>

—_n

size=
<write -+ execution="execution ID"
ip="instruction address" address="operand address"
size="operand size" tid="thread id" - />
< /trace>

a3 1 EolA mao Fx

CREATE TABLE ins (address INT PRIMARY KEY NOT
NULL, rtn TEXT, sec TEXT, img INT, hex TEXT, dis
TEXT) ;

CREATE TABLE execution (id INT PRIMARY KEY NOT
NULL, address INT NOT NULL, tid INT NOT NULL) ;
CREATE TABLE access (type TEXT NOT NULL,
execution INT NOT NULL, address INT NOT NULL,
name TEXT, size INT NOT NULL, tid INT NOT NULL,
value TEXT, PRIMARY KEY
address)) ;

(type, execution,

g 2 Holg ¥4

/* Header for Marker and Other Headers */
int main(int argc, char *argvl[]) {

int i, n, sum;

n atoi(argv[l]);

/* Start Marker */

for 0; 1 <= n; 1i++)

sum += 1i;
/* End Marker */
printf ("0 + ...

(i sum =

+ %d = %d\n", n, sum);

return 0;
}
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ww |1 295.904.423 240,084,992 31
R 295920147 240,138,240 30
9 206,024,444 240,149,504 30
0 333,330,658 260,631,483 36
1 350,416,060 282.893312 37
VMProtect— 367.438,883 296,609,792 39
9 186,822,926 390.998.016 19
0 350,024,133 289,451,008 37
Code [ 1 371,606,093 310,160,384 33
Virtualizer| 2 393.195.075 330.068.992 2
9 544471 362 475,064,320 59
0 | 108215841,603 102075291648 11509
hemida 1| 109577658477 103,376,094.208| 11488
2 | 109.727.929.731] 103519558656 11.287
9 | 108741868803 102597793792 11277
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SELECT address, COUNT (*) FROM execution GROUP BY

address ORDER BY address;

a8 4 2 yyo MY
SELECT address, COUNT (*) FROM access WHERE
type="r" AND address > 4096 AND address NOT IN
(SELECT DISTINCT address FROM access WHERE
type="w" AND address > 4096) GROUP BY address
ORDER BY address;
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VMProtect L 1.08 10,056 0.24 14,232 [1] C. Wang, J. Davidson, J. Hill, J. Knight,
2 1.14 10,024 0.25 17,744 “Protection of Software-Based Survivability
9 1.4 9,984 0.34 17,556|  Mechanisms” , Proceedings of the International Conference
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