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QUERY RESTRICTION SCHEME FOR ACCESS CONTROL
IN MULTILEVEL SECURE DATABASE SYSTEMS

Young- Joong Joo Song-Cheon Moon
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1 Algorithm Query Restriction Scheme(QRS)

2 Input: Query

3 Output:prediction result; FILTER, FILTERLESS, REJECT
4 Boolean value; success, failure

504

6 relation_name=abstract(Query)

7 attribute list=abstract(Query)

8 CDT=relation_name+ CLASS

9 While(all attribute list){

1 [F(User_Clearance<CDT.attribute L)

] THEN result=REJECT

R S =,

ENDIF
}
IF(result=REJECT) THEN return (failure)
ENDIF



16 While(all attribute list){

17 IF(User_Clearance>CDT.attribute_H)
18 THEN result=FILTERLESS
19 . ELSE {result=FILTER
20 break
21 }
22 ENDIF
23 }
24 [F(result=FILTERLESS)
25 THEN{send_query to DBMS(Query)
26 pass_response_to_user(Response)
27 }
28 ELSE{ Query'=query modification(Query)
29 send_query to DBMS(Query”)
30 storage response of DBMS(Response)
31 Response’=filter(Response)
32 pass_response_to_user(Response’)
33 }
34 ENDIF
35 return{success)
36 }
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