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Abetract

We have designed an [otecnet voting swstem applicable Bor worldwide soting
which i5 based on Chkobo er @ s scheme[8] combined with Public Eew
[frastructure (PEI), To the best of our knowledge, this is the first trial to serve
secure [nternet wobing swstem to the world, o oour systern, woler’s privecy is
guaranteed by using blind signatore and miz-oet, and robustoess is provided throogh
the threshold encryption scheme. By emplowing Jave technology, we propose o way
of typical (mplementation for intecnet wobing  swstern, Furthermere, PED peomits
wirldwide key distriboticn and achieve "ot certificatefone wote” policy, Therefore,
ahvone can pacbicipate in the wofing (F he gets & certificate from Certificate &uthority
(Ca), By the joint work between Eorean snd Japanese teamns, the (mplementation
its to select BAAVPs in 200 FIFA World Cup Horea-Japan™ in easy and Eriendly

tranner for any [ntecnet vser to participate and enjoy [ntecnet wobing,

[. Introduction

Vobing is one  of  efficient  methods  For
decizion making in any society, The research on
electronic swoting throogh [oternet swill play &
very  itnportant  role for the  progress  of
detocracy, [F s secure and convenient eleckronic
voting swebern is provided, it swill be vsed more
frequently  to o collect the opinion of  eligible
wvoters for many political and social decisions
through cyberspace,

[in this cesearch, we design [otecnet wobing
gwctetn using poklic key infrastroctore (PEIDD,
Cur proposed [ntecnet wotlng system sakisfies
test of lmportant security requiretnents and has
efficiency and flexikilicy, Although this system
i5 net guite the Eirst trial, we beliewe it 05 the
first nser-friendly, secure [nternek woting system
using PEI which s open to zeneral pecple over

the [nternet, (o oour systerm, woter’'s privecy is
guaranteed kv using  blind  signabare and
mix-net, and robostness 15 provided throogh the
thresheld encryption scheme, By emploving Java
languege suikakle for the [oternet, we  con
itnpderment 8 user-friendly srek intecface for the
voting  system and 8 dewrleoadakle  woting
appdet, Furthermere, we use PED for srocldside
key distribotion and achieve “one cectificakefone
wvote” policy, Therefore, anyone can participate
itt the woting if he gets o certificate from CA,

The rest of this paper iz organiced  as
followrs: [0 Section 2, we swill briefly descrikbe
related secks done Gl oew, (o Section 3, we
will digcugss the general acchitectore of our
voting system, [o Section 4, we will intcoduce
an twpical implemmeatation to select BWVEs of
cI0E FIFA World Cup Korea-Japan ™ Finally,
concluding remmacks will Eollow in Section b,



II. Previous Works

Murnercos  researches  have been done o
constrock secure and efficient woting swstems:
schemmes  besed on hototoorphic  encryption
[E6E1E], schetnes bazed on biz-net[l 10,11],
and schetes based on Hind signeture(3, 7,00,
Howewer, there is no perfect solution satisfying
BYECY  [Equiretnents  together  swith  high
efficiency, The schemes based on hotootoor phic
encrypbion are spplicakble only to wes-no vobing,
The schemmes based on Bz-net cost very mach
ko goerantee  that  every  ballob is opened
correctly  when the oomber of woters is large,
Cne  of the standard schemes  using  Biod
signature was proposed by Fujioks ep ol [T]
(FCOOE in sheork) in 1882, FOOSE ugse  Hind
signatures  to satisfy the  privecy  and
unreusakility  propecty, and the kbib-cotmikment
schietne to realize the fairoess propecty, [ 05
efficient in compotation and s apelicakle to
tmalkiple cheices in wery Elexible way, Bub oa
cotsiderakde  obstacle  caused by uslng
bit-comimitment scheme in FOOOE iz that all
woters hawe to join the ballob coonting process,
This mmeans that it is oot peactical too apply
FOOOE  for the real world, since esch woter
trask stas until all other woters cotplete the
wvoting  stage,  An  improved  scheme  wms
proposed by Ohkube er of[8] (OKAFCDD in
ghort) in 1998, They peopesed a practical blind
signature-based  woting  scheme  that  allows
wvoters b0 walk awey once they finish casting
their sotes,

O the other haods, there hese been several
practical implemmentations as o trial for replecing
ordinary woting kv electtonic wobing, By Cranor
and Cetronfd], a practical, secure and private
gystern called Sensus for polling (conducting
surveys and elecktions) ower cormpater  network
hes  been  designed  snd  looplemented by
expanding FOOOZ, & research group et the
Laboratory  for Cotgater Science, BIT, had
implemented a system called EVOX[R] based on
FOOOE  These  implementations have  same
drawhback key distriboticn that is & fraditicnal
problem in cryptography, They assume thab all
tecessary  poklic keys and  private keys  are
generated and stored in oA secure wew, The

assarption cen be an obkstacle to oapply these
irrpd eenentations to the real wocld, We use PEI
to solve key distribution problem This can ke a
good way to expend the oumber of wobers
easily over the [nternet,

III. Internet Voting System

1. Yoting protocol

e choose ORNAFCOD for our [nternet woting
gystern  since it 5 efficient in tertns  of
cotmpotation and its typical implementabion (s
avallable For large scale  woting,  CRIAFCHY
itherits  mest of the secority  properties  of
FOOOE,  but the major  differences are  the
notnker of talliece and the uwse of thresheld
ERCIVELioH schetne itk ead of uEing
bit-commitment  scheme, The relation  between
the woter's identity and bellot is sealed by the
blind signature scheme, Ballet is sent throogh
an snonymons chaonnel, so oo one cen Fiolake
voter poivacy, Joreosakiliby and eligibility  also
hold vnder the sssumption that oo soter can
break the blind signeture scheme  and  the
ordinary  digital signature scheme, The most
irmportant  impeovernent s the  walk-awmy
property swhich the woters tmes leave away after
casting their wotes, They need nob send any
itfortetion o fwlliers o open their  ballots
because they encrypt their  wotes  with  the
tallier's puklic ke, Fuckthermere, fairness is also
assured kecanse malicions talliers that are less
than thresheld ¢ can oot decrypt the kallets in

the  middle, Hokosthess  is sssured  under
assutnption  that  the noomber  of  coloding
authorities  den’t exzeeed 8 predetermmined
Ehr s buld,

2 Swystermn Architecture

[ this Sobeection,  we  describe  owverall

architecture of our wobing svsterm, We assurme
that  the woters  trust  the  admin  server
cotnpletelyr, and anvbody can post, Bt nobody
can erase of overwrite the data once written in
the balletin board, We ose some crypbographic
prititives such as thresheld encryprion, digital
signature, blind  sizneture, and  miz-nek,  As
gshowm o Flg 1, [oternet  wobing  system



architecture consists of six basic entities: woter,
adimin, bulletin board, mixz secver, tally server
and cectification  authority, Throoghout  this
paper we use the following nobations:

Ve owoter § OG0 Vs cedtificate
AS Admin secver, Mt ME-server

T+ Talliers (7 denwotes the tallier 7
EE Bulletin board and ballot ko,

Admin Web
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Fig, 1, [nkecoet woting systern acchitectuce,

Gince, in our system, only 8 person having
certificate can geb the rght to wote, 37, shoold

egister ab A% to get & before voting A5 (s

resporsible for werifving the sotec’s right to
wote  and  aothenticating the kallob, [E st
pectoit ooly one vote per eligible soter, A5 can
play the role of & rcegistrabion suthoricy (HA)D

when igsuing &'; After successful registration,
AL requests CA o issue O for each registered
person, After receiving O from CA and stering
if, AZF sends &G be Vi O s issued in
sirmplified  Form besed oo EB09vE,  After
receiving &, V7, tan wvole by using  voling
apeelet which s executed in web browser, When
the program s dewnleaded after entering his (D
and pessword, V; simply needs to click on his
chioice and click on the "WVete™ buatton, Thew, the
applet commonicate aotomatically with A5 to
get ALs Hind signature,

Finallsw, doukds BhcL yEted ballot, 3758

signature, and O are posted to BR BB is used

gt 8 public comrmunication chaonel that can ke
read by oany eotity, Each legitimate entity can
write message only oo its designated section,
Mo entity can ersse any ioformetion from BS

When receiving encrypted  ballet  and Vs

signature, &5 wverifies V7,5 signature and store
the encrypted ballob to DE,

After the woting Hme is over, M mizes
doukly encrypted balloks ke woters and decrypts
these mized kallots, 7 receives encrypted ballots
from M oand opens them by osing  threshold
decrypbion  protocol, Finally, 7 poblishes  the
results by using BE,

IV. T ypical Implementation

[ order to Unplemment [oteroet soting system
efficiently, we trv to use built-in components
produced by Eorean secarity  indostries and
extend their fooctions to meet our objectives,
We choose to use the Ca server by ESIGH[1R],
ctie of C& benders in Koren, and the Jave
crvpke  libeary NLOCK by STINTL  [osol
Goft[13] is responsible for web  interface for
vobers  and SECUOLCONILE] provides  secority
management of maln commpater and  securlty
teasures of network, (el laboratory sk the
University of Tokyo is respensible for checking
correcthess and sulnerakility of oor systetn,

1. Systern Components

AL and BB can be implemented on Unix
gwctern using Apache ss 8 web server and
Tomcat as 8 servleb container and JasvaServer
Fages™ (ISF)  implementation, We  have
developed the main part of 45 and BE by
using JSP, JDE1E and Jaws covpto likcary,
Cracle DB is used for A% to manage a huge
notnber of information of all woters, 55 also
use an independent DB to haodle ballets, Sioce
JDEC  (Jawa  Catabase  Connectivity)  and
standard SGL gueries are used for handling OB
we catn use other detekese svstemns such as
[nformiz, Cracle, Svkese, borosctt, and so on,
M oand 7T oare implemented in C language onoa
Linwz svstem, We use only ohe mix server for
efficiency,



2. Application

Currently, we are applving oor [nteraet soking
gwetern bt seleck BRPE of EDDE FIFA World
Cup Eorea-Japan™ , which will be held from
bRy 31 to June 30, ED02 et mmejor cities in
Eorea and  Japan, This application  aims  to
detnonstrate electronic woting technology to the
world in easy and friendly maooer swith jolot
work by Forean and Japenese teams, Because
this syestermn will be open to genecal people all
over the world vis the [obecnet, & boge amoook
of dats handling are expected, To overcome this
bottleneck, EISTI4] will support  compating
POTWELE,

V. Concluding Remarks

We have designed the [nternet soting swstem
using PEL To the kest of cur knewdedze, this
i5 the frst vser-friendly, secure [nkernet woting
gvctem using P MNow we have finished to
implement  oor wobing  system  inside  LARN,
Further winrks like porking jok b
sOpercotpaber,  EwstEtn SRCUCLEY  PABASUCES,
tetwiork  secority  messores, and  pecformence
test need to ke dete, [fowe succeed in serving
the [ntecnet woting svetermn to the swocld, se can
vield very itnportant experiences such st

- Worldwide level application of cryptographic
techiologs,

Contribution ke the  developtent  of
informaticn security  related-industry such
as PEI
Typical ezample of internationsl cooperation
between & coontries! Kores and Japan,
Ivany feedbacks and valuakle lessons to the

planned [nternet wobing systems, eko,
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