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(5) M= (Selectivity)

(6) X2 (Efficiency)

Q =i =] 5FR| (Crime prevention)

\

J

16



0
_—

2
0z

autel 2y | B2 -t A =

o} .
=2 %L—'IA'I':'odjltél one-time x KEA] O On-line/
2 . . ID2| Atel HAME ALSE H=
= (blind signature) SR= = 43
=
% H sl Agd 7| e cut-and-choose 24|/ Tree +x
= - HEAI
(restrictive blind signature) challenge-response &+ ZKIP
T -
tsne|gs, sl e, e Al 27|, Tamper-proof device
Ot ESAistd 4 =

17




SN 5 8l YAl A

) DARLRE Oy Al a3l YT
) AlE F Ry AEY S Y= T

(e x=xzfel HFF)

— Claw-free &t ©|-4
— ZKP°|-§ =a]

— Aol B o|-§ =tal

— o|pt Ci5 B Al

18




/7 A zpmey edm eqAr

814 : Chaum2{ untraceabilty 2152

824 : Chaum®| on-line, &= E s A E HI! blind signature
At

834 : Even 52 off-line 2] © = RSAIXY 2} Tamper proof deviceE
o|-&-Zt TR} R|Af A2t

g5

- ChaumS=ofl &2t =X EFTE blind M 2132

- On-line A} }o|E Damgard} A2t
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/ Chaum’s Blind Signature \

0 ATEBOIH HIAIRISY LY$-2 S=H CIBIM ME B
a0 = A9| oy Byl ©|4

0 B2| RSA &X¥-¢ F3| :{n,b}, H|2!A|:{a}

A(customer) | | B(Bank) A B
(1)random
(s1t) Zeclj(cr: La)lzijom k number (2)blindin9’
1.<.k<n_1 , ’ **’ 4(3)signin9
(2) m*=mk® (3) s*= (4)unblinding
mod n s* (Mm*)@ mod n
—

(4) s=k-7 s*mod n y '"b,!"g. f onlv A k
(B2l Moi| th et M & k-'(mkP)a= k' m2a kba = ma) ?(mu;‘ Ic;::nldnegd moer;gage oS
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/ Chaum’s Blind Signature(“ll)\

SXE ot & 24 MY




/ Chaum’s Blind Signature(ﬁl)\

(ZH]) p=11, g=3, n=33,¢(n)= 10 * 2=20
ged(a, @(n))=1 =>a=3, ab =1 mod @n) => 3 b =1 mod 20 => b=7
B2| public key :{n,b}={33,7}, secret key ={a}={3}

(1) A2| blinding of m=5

select k s.t. gcd(k,n)=1 => gcd(k,33)=1 => k=2

m* = m kP mod n=5 27 mod 33=640= 13 mod 33
(2) B’s signing

s*= (m*)2mod n = 133 mod 33 =2197=19 mod 33
(3) A’s unblinding

s=k-'s*mod n (2 k=1 mod 33 => k=17)

=17 19 mod 33 =323=26 mod 33
)22l MH-E : m2mod n =53 mod 33 =125 =26 mod 33

©sHEYE SIS 2 B= 25




3) M

Customer

1) X, r
2) M = r3f(x)

7) M13/r = f(x)1’3 <
C:(x, f(x)173)

4) A2 Rte| AH =tol| M Z7H7]| 30| sl &5t

—10oH 2 o]

=24 E &

5) M13 = rf(x)1/3

11)

10) Col MALE of F
11) CIt M ALE = K]

10)

Shop

9) f(x)* L f(x)
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2) 1 | D= Bank
u: AF2Xle| 2xHH S 2 == [I— )
5 : 102 H=t= ciF=Y oI
x |mm' w0 |SELTLNS e
o|FFAIE ALY My
Customer Yindext k241, .., el UBE BH 27 | o ——
1)L|;I._JF{a1, az,...,ak}ﬁg 1
= /= B uoa, ®
4) C, | mm mmumm :
a u Ua, Quorr UL 8y Em ula,
Cola, ula, c. |- -
: T & uta A,
C1 Qyoeq U Dak,2+1 = > a, — ‘
. A . [ .
a, uDa, AR e p— mm uHag
47
A a; I
6) C, 9)|| = . uOa,
7){0.1,...,1} = ula,
8)| a | — 5>
‘. uD32 ' Shop
mm ula, = {ey, €y, -y €0} ME({0, 1, ..., 132} T1H)
© St HESAHEY Z FE=
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/CFN88-°-I R ﬁ"tlfﬂ‘ll("‘llf-a‘-)\

(1) 25 Ar-g-2] A= HE|
- ife=1 a, if =0 uDa; 2 N{CIACL °|F Al-8-°| =H
a; 0 ula,=u= H= ¥ =ofEd
- %2 2Tt 2/k bit°|2=Z CY °|F Al-$ HE Ha2 2-k22]

(2) er2d
- f,g7t 1-way &
- f(x,y) = f(x’,y))°l El&= {x,y}, {x,y'}¢2 HoH =8t

(3) EMA
- cut and choose 2o |22 FoISFo| BT
- Ef21oH| °F= 21}
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/ ZKIP(% R | & H X TT) \

0 GMR(Goldwasser, Micali, Rackoff)
‘85 =" == A2t

0 ZKIP (Zero Knowledge Interactive
Proof) : P2} V toj

— 278 (Completeness) : Only true P can prove
V.

1774 (Soundness) : False P’ can’t prove V.

\— % ~|2l(0-Knowledge) : No knowledge transfer
toV J
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ZKIP [

By Quisquater and Guillou
P knows the secret, but he doesn’t want to reveal his secret.
1. V stands at point A.
2. P walks all the way into the cave, either C or D.
3. After P disappeared into the cave, V walks to point B.
4. V shouts to P asking him either to:
(a) come out of the left passage or (b) come out of the right passage
5. P complies, using the magic words to open secret door if he has to.
6. P and V repeat step (1) -(5) t times

A
/ / P knows the magic words

B to open the secret door between
Cand D.

Fig.
0-knowledge cave clp
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4 ZKIPS| e N

There are many ways to prove the truth of a
proposition like “l know the modular square root
of V” (or any other PSPACE problem):

1. To give the proof (i.e., to tell the square root to the verifier)

2. Zero-knowledge proof : to convince the verifier that the claim

holds without giving him any information on the proof ( and thus
he cannot compute the square root).

ZKIPs are used in identification scheme, in which a user (called the
prover) proves to the verifier that he knows a certain secret,

!ithout revealing the secret, or any information on the secret. J
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DL-based ZKIP

knows public info knows x, s.t. h=g* mod p

h,g,p \C\D ®/ and wants to prove it

(1)random w 2+

/ compute a= g¥ mod p

(2) random number 24

(3) s=w+xc mod (p-1)

s
(4) g mod p =? a hmod p /

©sHEYE SIS 2 B= 32




/ Schnorr—l o1 ol =

1Mol AN
(1) 272 2= p,q, (q | p-1), p=768 bits, q=140 bits
(2) g2 g?=1 mod p °| E|=5 M=Y
(3) H|A] x < qE =Y
(4) 31 HIaF h=g* mod p
(6) =43l ={p,q,9,h}, BIRA|={x}

0 T
(1) 2Y 2 tpw(q)E &Y, a=g¥ mod pE %*é“ll = e
(2) HEE L5 ¢ (0 <c < 2t -1),t=72& Yo =
(3) M2 y=w + xc mod qE H|ototo HEio= %Et
(4) ¥E2 g¥ 7= a h® mod p2!=|E 2!

0 FE°l&

12

xB8 Z=1 yB HorolE{E y = logy(g* g* ©) mod p=w+xc mod q HCH

olat i B L
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/ Schnorre| 22121 %"’—‘1'(°1I)\

0 AWMe] AIFEH|
(1) 2] 25 p=23,q=11
(2) g''=1 mod 23 °| =5 g=2 M=y
(3) HIZT] x=9 < 118 M=Y
(4) 3| M2t h=g* mod p=2° mod 23 = 6 mod 23
(5) M3l ={p,q,g,h}={23,11,2,6}, H|3|={x}={9}
0 ST
(1) Y2 Lipw=3(<q)E B, a=g" mod p=23 mod 23=88 ¥=°| &%
(2) ¥&2 Lt c=3 (0 <c < 2t -1)2 Mof =H
(3) M2 y=w + xc mod q =3 + 9 * 5 mod q=48 mod 23=4mod23 E
Hototo] YEo= 3B
(4) ¥&= ¢ =24 mod 23 =16 mod 23, a h® mod p=8 * 6° mod 23=62208
mod 23=16 1} ¥ EI°vl°{ xB 0e| & {iCt:a ZHEL,

© SR RSt U Y= 34



/ Schnorr2{ A 4

0 N&Ee°| cEB 2EUiE= cliglell 23e| s h()E °l-§
0 AW AIE =4

(1) 29§y 2% p.q, (q | p-1), p=768 bits, =140 bits

(2) g g%=1 mod p °| E=5 M=

(3) H|EIA| x < qB M=Y

(4) 31 M2t h=g* mod p

(6) =3I ={p,q,g,h}, BIZA|={x}
0 CIRIE M 2% (BM M M2 AlTY)

(1) Y2 Lipw(Kq)E Y, a=g*¥ mod pE WOt

(2) "= h()E °1-8 c=h(Miia)EB Mot

(3) 1M y=w + xc mod qE H 2ot B o= (c,y) R a, M Y&l
e

(4) HE& g¥ 7= a h® mod p2!A|E oIl h(M{la)E Hot
(5) ¢ = h(Mlla) °|= M2 52!

©sHEYE SIS 2 B= 35




/ Schnorre| M =ral(ol)

0 ZAWe] AlFEH|
(1) 271} 25 p=23,q=11
(2) g''=1 mod 23 °| E|=K g=2 M=4
(3) H|ZA]| x=9 < 118 M=
(4) 3] M2t h=g* mod p=2° mod 23 = 6 mod 23
(6) =3l ={p,q,g,h}={23,11,2,6}, BI23|={x}={9}
0 CIAIE M 28 (BAM M=52] M%& AI%Y)
(1) M Lipw=3(<11)8 2, a=g*¥ mod p=2% mod 23=88 M|}
(2) h(kiij)=(kj)” mod 17(F= M= °t)E °|4
c=h(Miia)=(6*8)"mod17=148 HOt
(3) M2 y=w + xc mod q=3+9*14mod11=8 B H|olvl{ W= o=
(c,y)=(14,8) ! a=8, M=5=x W&°f &
(4) ¥&< g¥ mod p=28 mod 23=3, a h® mod p=8 * 6'4 mod 23=3=2«
219170 h(Mjja)=h(5(i8)=(5"8)"mod17=148 H|ot
(5) ¢ = 14, 7= h(M,a)=14 °|2 MY 52!

©
ok
H
02!
HL
Ofm
Rl
=
10
o
oN
1l
A

36




N AN
7 e N

1 2,={1,2,...,p-1}42] 2ot (p:ag
~ @tell oot 2o U

— EMe| oqlo| Z=A -> TUR

— (°ll) Z,,={1,2,...,10}, 5*8=40=7mod11, 5*9=45=1
mod11, k
1 G={0,1,...,q-1}42] 210t qip-1

0 B

0 Fermat 72|, Lagrange 2|

. %

©sHEYE SIS 2 B= 37




/ Representation problem \

0 (%32]) k2] generator {g., g,....,g,}°ll
Cioted (k=2, 1 < a, < q, i=1 to k) Cl &
2F=°t= h (O Zy)°ll Eli©toi index-tuple
{a,,...,, 8B 7%= 2A

9121 g,*2 ...g,%=h mod p

0 gt 2 & = G M IE DL

E2ME= G, el hell Eietef g2 = h mod

B oSoh= al 7ol W K= Y

N _/
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Gepresentation problem("ilé:-)\

0K & ST Ao 3 hE ETIoIE=
R g1 R QAL

0 () {2,3}°] Z2,,' %2 2= G,
N7gd&lo|E 231 322=132 BI=0=
a,a,2 T W2 112-U=117x|7}
U, 22*32=4*9=36=13 mod23, 27 *
311=128*1=13 mod 23 &

©sHEYE SIS 2 B= 39



RPE °|-3-ZF ZKIP

94219, ...9,% = h mod p (RP)7} = =
{a,a,,...,a,}

= o
£ AU,

(1) G,ol k7 of ===
{wy,..,w, 3= M, z

z=g,"1...g,"k mod p= \> (2) t cE A Pol[A|

A LEstod Vol A &4

(3) i=10ll M k77}HX| r=a+c w;
mod qE Al & Vol A B

J 4

P \Y;

(4) z hcE A 2tst

g ...g "« mod p2} &2 X|
HW, Z2o™ Pyl {a,...a}=
U0 ACt T




/ Brands932] SIA[HHA|AE

Customer
1) I'_'l-_l_ U1% A|_E;l|l

— ~ U
|—g1

o
=
02

Z2EZ
ol MY

0jo O

E
oz}
[t

Mo n
0%
EI
rulo ru

A, Sy (A) - XS

n :
m A(= 591 gzﬁg@ng H

(m2] blind=! &El)

=0ofl Aol CH 5t

2) |

<

>
4) (m’ Sbank(m))

G)A’ Sbank(A) 8) C l

9) r, =u4sc + Xy
ry = SC+ X,

Bank
3) (I, AFZXt2| real ID)E DBl A &
(I: AFBALL] AEHHT)
m = 19, Spank(M)
12) MY S 2telstl DBE A 4K 510

O|Hofl AtZ & =tm| 2l x| =kl
o|Holl AFEEX| RERATHH
HEA AXZ NG NS OlA|

<0|&Z AIE E &>
r, = u,sc + X,

r, =sc+ X, ry =

ry -1y

u,= ,

r-r;

T 11) A’ Sbank(A)’ C, Il

7) M2 sfelstD
O

10) response ZH2!

Shop
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A2 2] FEH(HIS)

HrA] CFN 88 0091 Brands93
M Xp<tH| & Ap S| M At

LPE=ENA
oM M o (o] o
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