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Abstract Recently with the explosive growth of Internet applications, the attacks of hackers on
network are increasing rapidly and becoming more seriously. Thus information security is emerging
as a critical factor in designing a network system and much attention is paid to Network Intrusion
Detection System (NIDS), which detects hackers’ attacks on network and handles them properly.
However, the performance of current intrusion detection system cannot catch the increasing rate of the
Internet speed because most of the NIDSs are implemented by software. In this paper, we propose a
new high performance network intrusion using Network Processor. To achieve fast packet processing
and dynamic adaptation of intrusion patterns that are continuously added, a new high performance
network intrusion detection system using Intel's network processor, IXP1200, is proposed. Unlike
traditional intrusion detection engines, which have been implemented by either software or hardware
so far, we design an optimized architecture and algorithms, exploiting the features of network
processor. In addition, for more efficient detection engine scheduling, we proposed task allocation
methods on multi-processing processors. Through implementation and performance evaluation, we
show the proprieties of the proposed approach.

Key words : Intrusion Detection System, Network Processor, Snort, IXP1200
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¥ 2 UESQa Z2EZ EZIT H&

ARFA A 33 A A 2 3(20064)

(IP¥ TCP, UDP, ICMP7} old UH=A Ezja)

TCP UDP ICMP SUM
The number of Packets 1,369,134 22,789 107,257 1,071 1,500,251
Ratio (%) 91.26 7.15 0.07 100
The number of Packets 1,247,366 62,702 59,679 1,036 1,370,783
Ratio (%) 91.00 435 008 0
EZ g 7|9kt TCP A& H9) &4 AR AMFE 53 UEXT =2EZ E2fgn AlOuX Jt5 HIE
o= el 78 4 Uk off ofst Egt 2y
RP,., :TCP Protocol Rate, RP, :IP Protocol Rate 7V H]‘%"ﬂ wE g AL A7 F A el
RP,,, :UDP Protocol Rate, ~ RPy,,, : ICMP Protocol Rate ~ 7V&X& ste] =] 2 =g Fuidte 2ol
RPp = 1-(REcp + REypp + RPypp ) t MEYA Z2EF EfY H&d ZI2EF ATY
Tycp - The number of TCP Detecion Engine Threads 2] Hl&9 7EXE 2A-ste By HAsE 1Y €
N :Thenumber of MicroEngine threads (24 in IXP1200) AR A|2Ele] FTHo] 7}5sict TCP #HS 93 &
Trcp =N o RFp AR AgE ofefet 2ol F& F Utk & =&
52 ZEEE AIUA HiZ0l 2 B L He A8 A BA A29E THE F v s 37
ZIEZ AOUA HEo] Je @9 Ee AHA sted, HHe] Wpet Wrs etk
Alavx & 2 ZE2EZo] AAGE HES 118ty W, :Weight for Protocol Traffic Ratio
g2 A 2g=g Eujdte Welth & 3, 4= Wy :Weight for Rule Signature Ratio
Snort WMA1L867 Snort WA 200014 71& AlZUA Top :No[(W,oRP,, )+ (Wy®RR,, )]
T Z4 2EEZo| AAde HES vEeRd Zloltk WA
1861 UDP AlZUA 9L ICMP Aladxde A & 6. g5 &t

9] 10%PE2 H%F ¥&S X3y, TCP AU
AA 29 76.72%, IP AIUAE 245%=, 714 =
Hl &S R8s TCP Alauxe 7Pg ve ves
A S IP AU Y 3187 ek =8 WA 2.0.0
ol ME TCP AWz} IP Al2dA¢] 4087F de
nlolZ gAY 7z} 2P =d TEEZ @A XS I
2 o, o]e} P mIEF A|IUA H|Ld uwal
ZEFE HE Y 28X AR 2= £5 FH3A
dFgto M, G 5840 MEYA Ei/ﬂ]’\ié &
43 4 Sk TCP #HizRS 9 &4 ARy 7
ofzf e} Zo] vehd 4 Stk

RR,., :TCP Rule Signature Rate, ~ RR,, :IP Rule Signature Rate
RR,,, :UDP Rule Signature Rate,  RR,.,, : ICMP Rule Signature Rate
RR,=1-( RR;, +RR,, + RR,c,p )

N :The number of MicroEngine threads (24 in IXP1200,64 in IXP2400)

Ticp < The number of TCP Detecion Engine Threads
Trep =NoRR,

TCcp

rlo rlr

[kl

TCP

ol A A MEYA Z2A4 7)8F 29 &3] A
2"]S T3] A8 2" 129 22 LinuxE 7w
o2 3 ;RS ZF3 Jow, RadiSysolA ENP-
2506P H=Z 93] ENP-SDK 2.012 AF&-3F3cH28].
H2E dolels MITY Lincoln LabolA #Al&stes &
A FA Al="g Algsh] 8 AA EHES tepd-
toletEs ARt TEE #A dWE H&
A, 2IHE 79k MEST HZ A=
EV* AZol A AZEA A AZ/A theFst A9
AR R AR Packet Excaliburgls Z&
WS ARSI TH29L

6.1 NP-NIDES| A= =7

NP-NIDE®] == £ A& Z4317] st
IXP12009] FBI CSRel S+ Cycle Count FAXHE
o] €3}tk ©] Cycle Count #|AZEE 64 E 7}

ump&t
E3}7)

[o

o)
IR

¥ 3 Z2EF A4 A H]E(Snort version 1.8.6)
TCP 1P UDP ICMP SUM
The number of Rules 972 31 136 128 1267
Ratio (%) 76.72% 2.45% 10.73% 10.10% 100%

% 4 Z2EZF A2YA HlE(Snort version 2.0.0)
TCP P UDP ICMP SUM
The number of Rules 1514 37 192 133 1876
Ratio (%) 80.70% 1.97% 10.23% 7.09% 100%
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// 100BT Ethernet swilh\
yd e N
// / \ Optical Giga bit
/ // Performance Test Server Ethernet Switch
"If gﬁa‘ﬁ;‘:fnmml —l Intel Pentium 4 2GHz
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\ Pentiumd 2GHz K; linux 2.4.17 kernel //7./ F,_. ¢
\ Windows 2000 { .
\, D(ASDK 201 Ay — /
\\\ "'Hff A f/
. ! Giga Ethernet Port 4
~~ LS (NP-NIDE) / {/
\ ENP-2506p / _,Z
T /] T
& . affic Generator \\\
/ Antel Xeon 2GHz N
I'f ?ebl mMszPrt Elius A\
inuy 2.4, 17 kernel
l'\ m Gigabit Ethernet Prot /
\ ENP-2506p Y
N /
\“‘xx //
“-\-\.\_\_\_\_\_\_\_\___'_'__ o
ad 12 45 34 34
o]a1, Core Clock® Frequency(232MHz, 4.3ns/clock &S Zolok 3tk Non-content &2 o]2|dt 2EH
(cycle)E &gtk SAe a1 ste vlo|a24x = #HY wjA §lo] &} =& Hluvhs gtk oF £9,
=o} M3} Fo| A FBI CSRY Cycle Count #A2E 3219 slti9] B=(IP's TTL Field, Flag Field) §&
o e A3 F o AE Fake wHeE AR =2 nludte AL BF A Hlwelth

A8tk

611 Ao} 2EH v A 273

AlaYAe 24 2EE 8luE ¥3ds31 Y+ Con—
tent & ¥} String BINE ¥33}a YA Zar, 2} H|

kS 33kl JE non-content EE Vs F AUtk
Content & A|ZZ1Y Aol ‘content’'dl= 4 71¥=7}

14 Y ol ZE(Payload)l A BWE 2=

IXP12009] wlelzmz Aol FdE3 &x AR A5
Z43t7] YsiA, 9A =2 d=5 Aase At
g oE wiHe dag AR AT A=
;% 9t 2EY wjAS FY3he vlo] A=A

s 2
I E
1S
A3} F A FBI CSRY Cycle Count A2~
B 7S 93 F g = A

¥ 132 A 9=F vuste vlolazdzl 3=

Description

allocate SRAM Transfer Register
read from Cycle Count Register to $cycle_xfer
copy $eycele_xfer to startTime

check checkField
read packet from SDRAM

extract icmpType(1byte) field from packet_data
read rule from SRAM
extract icmpType field from rule_data

compare icmpType field on packet with

icmpType value on rules
read from CSR to $cycle_xferl
copy $cycle_xferl to endTime

subtract startTime from endTime
(runTime=endTime-startTime)

Microcode
1. .local startTime endTime runTime
2. xbuf_alloc($cycle_xfer, 2)
3. csrfread, $cycle_xfer[0], CYCLE_CNT], ctx_swap
4. alu[startTime, --, B, $cycle_xfer[0]] xbuf_free[$cycle_xfer]
5.
6. .if( checkField & CHECK_ICMP_TYPE)
7. sdram[read, $$packet_data[0], data_ptr, 4, 2], sig_done
8. ctx_arb[sdram]
9. xbuf_extract(packet_byte, $$packet_data, 0, 2, 1)
10.
11. sram[read, $rule_data[0], rules_addr, 4, 2], sig_done
12. ctx_arb[sram]
13. xbuf_extract(rule_byte, $rule_data, 0, 4, 1)
14. .if( packet_byte != rule_byte)
15. br[get_next_rule#]
16. .endif
17.
18. xbuf_alloc($cycle xferl, 2)
19. csrlread, $cycle_xferi[0], CYCLE_CNT], ctx_swap
20. alu[endTime, --, B, $cycle_xfer1[0]]
21. alu[runTime, endTime, -, startTime]
22. xbuf_free[$cycle_xfer].endlocal

a9 13 4 = ]

PR
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Briefly described IXP1200 Microcode (1) Briefly described 1XP1200 Microcode (2)
1. /*Start Time Read*/ 27. byte_not_match#:
2. allocate SRAM Transfer Register . increase packet_NB_offset and curr_packet_base_len
3. read from CSR(Cycle Count Register) to $cycle_xfer  [29. .if{ curr_packet_len >= max_packet_len)
4. copy $cycle_xfer to startTime 30. br[get_next_rule#]
5. 31. .endif
6. /*String Check Code */ 32. br[NB_read_sdram#]
7. .if( checkField & CHECK_ICMP_TYPE) 33. cmp_end#:
8. 34. .if(match_result==0)
9. get_one_byte#: 35. br{mepass#]
10. extract each  lbyte(rule_byte,packet byte) from |36. .else
packet_data and rule_data 37. brlexception#]
11. .if( rule_byte == packet_byte) 38. .endif
12. br[byte_match#] 39. exception#:
13. .else 40. alert to StrongArm
14. br[byte_not_match#] 41. br[end#]
15. endif 42. mepass#:
16. byte_match#: 43. pass the packet to Egress Block
17. .if(curr_rule_len >= max_rule_len) 44. end#:
18. set match_result to 1 45. go next to rule check
19. brfemp_end#] 46. .endif
20. .endif 47.
21. .if(packet_len >= max_packet_len) 48. /* End Time Read*/
22. set match_result to 0 49. read from CSR to $cycle_xferl
23. brfcmp_end#] 50. copy $cycle_xferl to endTime
24. endif 51. subtract startTime from endTime
25. set rule_read_addr and packet_read_addr (runTime=endTime-startTime)
26. brget_one_byte#]
a9 14 259 8= Ww 24 oA ==
o AlolE 58 2487 9 oAl ZES e Zo] 12000
o #Ee ATUA F £4 BEES wmsts violag o
AW FEola, QLEZLS FTo )3 Aolt; A= .
S AU F 54 BE suE washed B e
108 clocke] &85tk 2E8 vlaw A= U3 % o000
Hog At 29 wYo 73 ' A 23 °
she plolaz A =EE olr} Pold, a1y 1ol v} o
o|mZZZ FE=E 7HH3] pseudo ZEE 7|ESHETH 20001
1EY MuE BEF V1R 2EY v FudE A}

01'931:}' ”HZ\]Q] ;\{jiﬂ 710]7]’ 74 H}o] EHO]EE 7':'—] 00 ancNum:gofNen-CoiotemRules &0 .
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-
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Networkel 10l 7el WAshd fethy uw, 34 FRA7) BEd FASE AU} gons, vE
R A s ZHE ik B sz Huljol 129 A0 s & siZlo] duid vt dojdtk
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wetA FE SAHS Worst Case2] 45 o)tk
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Eo tiElA] 107] DRIE & 5 HIAIAVIEA 3
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¥ 5 IXP120001 4 9] ICMP ©#] 47 A%

Clocks for a rule
(232MHz)

Clocks for all rules
(232MHz)

Mbps for all rules Mbps for all rules
(at a DE) (at 24 DE)

Total Rules 1,436

188,141

0.73 17.52
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Thread| Microengine0 Microenginel Microengine2 Microengine3 Microengine4 Microengineb
0 145 Input IF UDP Detection MB | IP Detection MB |IP Detection MB| ICMP Detection MB
1 TCP Detection MB| TCP Detection MB | UDP Detection MB | IP Detection MB | ICMP Detection ICMP Detection
2 TCP Detection MB| TCP Detection MB | UDP Detection MB | IP Detection MB | ICMP Detection ICMP Detection
3 TCP Detection MB| UDP Detection MB | UDP Detection MB | IP Detection MB Output IF Output IF
3 7 IXP120001 A 9] 75 wlo]A 21 2= g 7Y e A5
Clocks for all Rules Mbps for all Rules Mbps for all Rules Bandwidth
(232MHz) (at a DE) (at 5 DE) (Mbps)
TCP 3,987,672 0.03 0.17 0.19
uDP 1,192,013 0.12 0.58 8.06
1P 124,580 1.10 551 362.65
ICMP 188,141 0.73 3.65 5,214.33
struction)9} #| A28 704=(128 General Purpose #A] 7] 913 A YEYA EHFE tepdumpd 2HE E
2<¥], 128 Transfer #A2E)HNA A7} BgThk 1 As|A Aozl 3 29 A} Snort 2.0.09 & HIES
b IXP24009] 79, 8709 wiola= dRlel] F 6470 BEA8te] de E 49 ZRE, 53A AAYE UEH
o] Smglo] AHUES sk o] HYLEE 600MH, I T2EZ EdjDs AU s1E g oja sk

S AlFI IXP2800E 16742] mlolzz dlFo] =
128719 st=do] 2H =8 AYst, HHol X &=
700MHzE A&tk E3F control store® ol A IXP2400
= AAF 4K instruction, IXP28002 <A 8K
instructions AFgch o]#fgt xfole =] 43
Z7}F 9ol &= IXP12009] A control storeo] A|ef wjF-oj
z2 e §&42 duEFS AHEsted EAEA
A RES AT F Atk T3 HAZE JfFH A
IXP24002} IXP28002] 73 25670¢] General Purpose
g X2l 9} 51270¢] Transfer dA2EHE A|FSIEE,
IXP1200°1 4 SDRAMO #7d# 441 3517 SRAMe]
A vl E A2 AHE SDRAM Transfer @)X 2~E]
9} SRAM Transfer ZlAXEEZ ¢101& wf, 3 Wo ¢
olg & Ax HojEl el AT wgd He FEE
g otk wEbAl IXP24007 IXP2800cI A= 3dd =
Hol HE&x, st=do] 2= 4 ZF7 control store
a2, dAZE g 3, 3 ®ldl gole F
dlolelge] & SO IXP12009] HIE] =& Aol
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W, :Weight for Protocol Traffic Ratio

Wy, :Weight for Rule Signature Ratio

Ticp N o[(W, @ RF, )+ (W, RR )]

A9 FAA & F A=) IXP12009] mlo]a=2 X
2P =5 MEYZ EYy Aavx Blgs 18sy
Wpek Wrel ¥IES 050 @ 050, 0.25 : 0.75, 0.75 :
0252 Zgste] Atel & A7, ZF vl 2 A
= HE Aol7t A gtk 1 A ¥A olfi= IXP1200
o] st=dlo] 28= 71 7] wjEolth IXP1200<] 24
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Aol srEde] 2AE F, FA, FAL AT SB2

g3she st=do] 2H=E AQsHE 207 Bl A
e, 20709 gx AR Wpet Wi BHlE&S WA
st} AgtElz AR ol M2 gIFe Fx Zoh
IXP24007% IXP2800¢} 2] AAsle st=so] 8=
F7F F7Fe A, Wek Weell @ <1zl 4o s}

7t & o AR RAew BTk Week Wiel Bl ul
2 7} Z2529 oz R 4 ¥z W3y}
Qe F A o= UMEYA EYAY 74 Z2E
ol g vEm AlaUAcAMe 7+ ZZEFo
AR Hlgo] A9 HIE] wWEo|th dF B4,

X 8 vESA B Aa9A ke Bl wWE rlojazdil 2de s (IXP1200)

Wp : Wk TCP DE IP DE UDP DE ICMP DE Total DE
0.50 : 0.50 17.196 0.349 1.738 0.716 20
0.25 : 0.75 17724 0.3265 1.584 0.365 20
0.75 : 0.25 16.668 0.3715 1.892 1.067 20
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¥ 29 VEYa Z2EZ EfY HlElA TCP(80.70%),
UDP(10.23%), IP(1.97%), ICMP (7.09%)¢] H&=
TCP7F 7F% @ta, & 39 AlayA BlgdAdx
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HES I EfF Hlgg neste WHS 44T
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Z43te] & 99 YeRSith 2471 st=do] 2E=g
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3kaL, TCP &#] xoz 167, IP & o=z 17,
UDP ©A dxoz 27], ICMP B4 dxoz 1719
stEdo] 2 =rt ATk A A A &=
7F 7P =9 el Fe-Ena B ow IXP1200E o
83 A =2x Az"Hle TCP AR Azt ulg}
0.6MpbsEEE Az & Utk o] A= oA ZH
g 7% velaz A 3 Wil Ay vud o
IXP12009] 7 3.2v1] =& Asoltk WHo A&

AR

< M
T vlolaE AR g3

el Asy WEYZ Efgn AauA 7E uls

of e 3 WHI Aol Hs F e 4
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= = o —/

2 =%dAe 7IPVeEEs JEd gt Uiy
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2®Hg AAsa, 73T 14 3 Al Hold
S 7K o]z ARS AU L] JY &
A Alz=dle] A4 V& FY #A dRE A,

2l AE IR HEYA Z2AMA B} &
QAP HA XS 3] A, StESe] 2

S ATIYA 4 MEYZ EfY 5 w83k
QA A AR T s o
e YEYI Z2AAQ IXPI1200& AHE3EH]
ZEEY HY 23 de A, FPdEAAR
g 7ol e Aeg Ml FA3AH
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_IZi

Sy
3{_5
32
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i
rot

me o £ omo
2 o [0 & o
4

H T
2 I 22 HEYa Y EA Al2="Q] Snort T+
£ 292 319, Snortoll A AYse & AlDUAE 1
o Elglo] APtk UEY T Z2ZAA IXP1200S

23
£3 HAY ©9A Ax"le Zz2agv sssia YE
9= R Ao E3tE RISC 7)¥le] YEYT Z7
AAE AHgStoax AzEY 7w Hd &2 A
7, stEdo] vk Y 2R Ao FHA FA8H
I8TE BT M & e FERE AAFAN 28
As B Ao A BEo] IXP1200 A2 £%9 Con-
trol StoreWollA] AeFo] Wolormz AHFe W Ho
A 2ok ey IXP24003) IXP28009] 7S, wHE
o] AHE&E, st=do] 2¥= 4 37} control store
I, BRI e &, 3 Wl ¢oe & Q=
dlolElgre] A 5oz IXP12009 HIF] Ee AdBo
71 & 4 Ak

B =R A YEYZ Z2EZ EYPy A
JUH b Blgel 9% d9UHY 75 vlolazd
A g 7o S nud dy JEYT TS
EfGn AlaHA s vge] o 3V A%
o] #% wlelaRARN &7 7He 4T ETE IXP1200

£ 9 IXP12009 A1 o] ES A ERFT AlTUA 7 Blgdd & a9 Whye] &4 <zl A%

Clocks for all Rules Mbps for all Rules Mbps for all Rules Bandwidth
(232MHz) (at a DE) (Mbps)
TCP 3,987,672 0.03 (at ?SDDE) 0.60
UDP 1,192,013 0.12 (atoili)E) 1.61
P 124,580 1.10 (atzf([))E) 145.06
ICMP 188,141 0.73 (atofi)E) 1,042.87
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