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ABSTRACT

Wireless Ad-hoc network communicate with

other nodes wusing wireless interface. The
wireless ad-hoc network don't have any
infrastructure, then it has some problems to

operating centralized intrusion detection system
such as wired network. Accordingly each node
install the agent to operate intrusion detection
system in wireless ad-hoc network. However a
node that installed agent  additionally
consumes battery power and reduces lifetime.
Therefore, need to install and manage the
intrusion detection agent which considers both
enhancing network lifetime and an efficient
intrusion detection

In this paper, we propose an efficient IDS
node distribution scheme wusing MST to
minimize a number of IDS nodes and
lifetime-enhancing of network.

an

1. INTRODUCTION

An Intrusion Detection System (IDS) is
widely employed for security purpose to detects
unwanted manipulations to network systems.
Because illegal attackers can break whole
networks, many network systems need intrusion
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detection systems. So some networks nominate
some nodes to intrusion detection nodes [1]. But
a node nominated as an IDS node to monitoring
consumes additional resources such as batteries,
time, and so on. Because it checks all packets
within communication range and sends warning
messages to its neighbor nodes. In wireless
ad-hoc networks, resources such as power,
bandwidth of nodes are limited, therefore
wireless ad-hoc networks need an efficient IDS
node distribution scheme to use resources
efficiently and enhance network lifetime [2], [3].

2. RELATED WORKS

Wireless networks don't have fixed,
well-protected communication medium-instead, all
communication is conducted in an open air
environment. This makes it impossible to
monitor network traffic at bottlenecks. Therefore,
network monitoring in wireless ad-hoc networks
is performed at every network node [1], [2].

Kachirski O. and Guha R [1], proposed a
distributed intrusion detection system (DIDS) for
wireless ad-hoc networks based on mobile agent
technology. A distributed IDS allocates the
overall packet-monitoring task to a small subset
of nodes with the high connectivity.[1] However,

a

the lifetime of whole network 1is possibly
reduced since the work load is easily
concentrated to the selected nodes. Therefore

some IDS nodes on which most of work load
concentrated suffer from a shortage in battery
power.



Kim H., Kim D. and Kim S. [2], proposed
a lifetime-enhancing monitoring node selection
(LES) scheme of adaptively choosing a node,
for intrusion detection, that has a maximum
remaining battery power between adjacent mobile
nodes. By dispersing the battery power
consumption among the nodes with relatively
high remaining battery power, LES scheme can
enhance the network lifetime. In LES scheme, If
a relative node has more battery power than
IDS node, then the IDS node give its IDS node
right to other node. However the IDS node is
exchanged too much frequently, because IDS
node exchanging happen when a node detects a
relative node more battery power than it.

In wireless ad-hoc network, the lifetime of
network is defined as the duration of time until
the first node is dead, because of whole battery
out [1], [2], [3]. The network lifetime is one of

the most significant measures in ad hoc
networks since a single node failure can
partition  the network into  unconnected

sub-networks and further communication services
are interrupted between separate networks [2].

In this paper, we propose an efficient IDS
node distribution scheme for intrusion detection.
The scheme uses Minimum Spanning Tree to
find appropriate to IDS Node location. The IDS
nodes locate on Minimum Spanning Tree of
whole networks. It guarantees that a IDS node
is nearest node among relative nodes. It means
we can choose transmission range and control
power level which is appropriate reaching to a
target node. By controling power level and
using Minimum Spaning Tree, compare with
DIDS and LES scheme, the proposed scheme
nominate less nodes to intrusion detection and
enhance network lifetime.

3. PROBLEM DEFINITION

We will concentrate our discussion on
wireless ad-hoc networks. Wireless ad-hoc
network is a collection of mobile nodes that

establish a communication protocol dynamically.
The nodes may join the network at any time
and communicate with entire network via the
neighboring nodes. There are no base stations,
and each member of such a networks is
responsible for accurate routing information, and
takes part in routing decisions. We consider all
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nodes distributed in limited area and all nodes
have limited resources. The properties of nodes
are  having limited battery power and
transmission range and moving dynamically. So,
we consider that the distribution of nodes is
randomness in limited area. And we define
power consumption of nodes. It occurs when a
node basically sends a packet, receives a packet,
overhears a packet and especially when a node
operates intrusion detection service at an IDS
node.

4. PROPOSED ALGORITHM

4.1 IDS Node Selection Using MST

In proposed algorithm, a mobile node
within the shortest distance is found among the
neighboring nodes and selected as a candidate of
a bridge node to make Minimum Spanning Tree.
Neighboring nodes of node i are nodes that can
be reached by one-hop from node i. One hop of

node 1 means that it is within maximum

transmission range of node i. Let N " be the
set of neighboring nodes of node i including

node 1 itself and Di be the distance of node 1.

The candidate of bridge node i" is searched for
every node i such that

o .
i =argminD,
jeN' J

M

At network starting, each node sends a
control packet containing the value of distance
to its neighbors. All nodes always know the
value of distance of their neighbors. Based on a
control packet, each node connects the first
bridge with its nearest neighbor. We operate this
process for all nodes. When each node complete
first connection, each group, made by first
connection, makes its second bridge within
maximum transmission range. Before connecting
second bridge, if a node have more than three
bridges, then the node nominate IDS node. We
finish this process when all nodes make
complete Minimum Spanning Tree. As an
example, we consider a connection graph of ten
nodes given Fig. 1. and we can see complete
Minimum Spanning Tree given Fig. 2.
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Fig. 1. Distributed nodes in wireless
ad-hoc network

Nodes selected to intrusion detect are
highlighted in Fig. 2. We can see that three
nodes out of ten nodes become network IDS
node resulting in the entire network being
monitored. The IDS node selection based on
Minimum Spanning Tree consist of two steps.

Step 1)

Starting with checking a number of bridge
of each node. If we find a node which has
more than three bridges, then the node nominate
IDS node.

Step 2)
Starting ~ with  checking IDS  node
distribution. At this time, we check entire

network monitored by IDS nodes. If not, we
check near the IDS node. To monitor entire
networks, IDS nodes have to locate within
3-hop distance each other. If the ids node is not
within 3-hops from other ids nodes, then we set
up a ids node at 3-hop distance.

4.2 Control Transmission Power Level
After making Minimum Spanning Tree, we
need to control transmission power level of each
node. At section 4.1, we select some nodes
based on Minimum Spaning tree to intrusion
detection. It means the nearest node of most of
nodes are IDS node. It is guaranteed by
Minimum Spanning Tree. Now, we can control
transmission power level of each node. Because
the IDS node of each node locates closer than
other nodes, so any sending packets of each
node are monitored by IDS node. Very small
portion of all nodes may don't have IDS node
in its nearest area. In this case, we consider it
is exceptional case. Because it is very tiny
portion and no problem to the whole efficiency
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Fig. 2. IDS node selection.

of proposed algorithm. The transmission power
lever controling algorithm is following to Fig. 3.

check D,ger . D

IDS|

Transmission
range = Dy

Transmission
range = D,

arger

Finish

Fig. 3. Transmission power level control
Algorithm

As discussed above, the Minimum Spanning
Tree guarantee that IDS node locate nearest area
of most of nodes. Therefore, almost nodes

Each
node which decides a transmission range with
D

target

Dtarget .

decide a transmission range with

sends its packet to a target node,

simultaneously IDS node checks the packet. An

exceptional case, D g is the transmission range
of an exceptional node. If all nodes in wireless
ad-hoc networks follow Fig. 3. algorithm, then
they can send any packets under watching of

IDS nodes and enhance network lifetime.
Because all nodes can reduce their sending
power.
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Fig. 4. IDS selection at 20 nodes

Figure Fig. 4.|Fig. b.
Max transmission range 20m 20m
A number of nodes 20 50
A number of IDS nodes 10 21
nodes and IDS nodes ratio| 0.5 0.42

Table 1. Simulation condition and result

5. SIMULATION

In the simulation, we consider a wireless
ad-hoc network. We low mobility
condition because we concentrate our simulation
on selecting of IDS nodes. For the purpose of
comparison, we consider 20 & 50 nodes. The
reason why we select this situation is to see the
reducing rate of nodes to IDS nodes. The
reducing rate of IDS nodes is very important.
The fewer IDS nodes in network are, the
better performance of network is, because the
lifetime enhancing possibility and an efficiency
of network increases.

The table 1. is conditions and result of IDS
node selecting simulation and Fig. 4, Fig. 5
illustrate  distribution of IDS node selection
based on Minimum Spanning Tree. The red line
means MST bridges and the red character means
IDS nodes. The left integer of each node is a
number of bridges and the right one is node
number.

assume
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Fig. 5. IDS selection at 50 nodes

We can see the more nodes, the more IDS
nodes. It is omit. But we can also find the
more nodes, the smaller ratio of node and IDS
nodes ratio. It means 50 nodes network is
more excellent from the network efficient side
than 20 nodes networks.

6. CONCLUSIONS and FUTURE WORK

In this paper, we propose an efficient IDS
node distribution scheme wusing Minimum
Spanning Tree in wireless ad-hoc networks.
Using Minimum Spanning Tree guarantee that
the IDS node locates near any nodes in wireless
ad-hoc network. We can easily find strong point
of proposed method. The first good point of
proposed method is reducing the rate of nodes
to IDS nodes. And the second good point of
proposed method is enhancing network lifetime.
Based on our method, wireless ad-hoc network
selects easily and efficiently IDS nodes and can
enhance lifetime.

In a future, we will simulate proposed
algorithm which is focused on enhancing
lifetime.
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