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Abstract 

The online auction is a well-known business model 
that shows how business can be changed with the aid 
of new technologies. On the other hand, although the 
online auction allows buyers to find a wider variety of 
items and helps sellers to extend to literally millions of 
buyers, it is also accompanying by a great deal of 
online auction fraud through the information 
asymmetry and anonymity problems. As serious online 
fraud, we deal with the online credit card phantom 
transaction, which is a fake transaction by the 
collusion of the seller and buyer using credit card. 
Basically it is illegal online loan sharking which incurs 
various social and economic costs: tax evasion, the 
development of a black-market for the loan service, 
destruction of debtor's (buyer) financial condition due 
to the excessively high interest rate. In this paper, we 
investigated the factors necessary to detect phantom 
transaction. Based on the studies that have explored 
the behaviors of buyers and sellers in online auctions, 
we used the followings as the independent variables: 
starting bid, auction length, bid count, bid increment, 
and seller credit. Through empirical bidding data 
analysis, our logistic regression model suggests the use 
of ‘starting bid’, ‘auction length’ and ‘seller credit’ as 
important factors for detection of phantom transaction. 

1. Introduction
The online auction is a well-known business model 

that shows how business can be changed with the aid 
of new technologies. Through successful services for 
C2C transactions, the online auction has remarkably 
grown to become one of the most important channels 
for consumers [5]. There is no doubt of this, in terms of  

the number of items registered and traded, the 
amount of sales, and trading profits. For example, eBay 
- the world's largest online auction company, which 
maintains 90% of the market share and also serves 28 
international markets, reported product listings of 
$1.9B, a net revenue of $4.55B and a GMV (Gross 
Merchandise Volume) of $44.3B for the year 2005 [10]. 
This dramatic growth in the online auction comes from 
a variety of opportunities that are not offered for 
consumers in offline auctions. Although the online 
auction allows buyers to find a wider variety of items 
and helps sellers to extend to literally millions of 
buyers, it is also accompanying by a great deal of 
online auction fraud.  

 The main reason that online auctions easily attract 
fraud originates from the unique characteristic of 
"auctioning” over the "internet" [22]. In an online 
auction, the sellers can easily hide their identity, which 
causes the considerable information asymmetry 
between sellers and buyers, and finally gives the sellers 
the opportunity to cheat. Therefore the buyers have a 
great deal of difficulty in grasping a seller’s behavior. 
According to the IC3 (Internet Crime Complaint 
Center) Annual Report for 2005, internet auction fraud 
is the most reported online offense, which comprises 
62.7% of the 97,076 complaints [12]. Online auction 
fraud involves (1) non-delivery of items, (2) 
misrepresentation of items, (3) multiple-bidding by a 
dummy bidder to raise the bid price, (4) adding hidden 
charges for an item by separating the postage, handling 
and shipping charges (fee stacking) (5) offering black 
market goods (6) intentional fake bidding by the seller 
to drive up the item price (shilling) and (7) online 
credit card phantom transactions, which are especially 
prevalent in Korea threatening the business the largest 
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Korean auctions. In this paper, we focus on the 
detection of these online credit card phantom 
transactions. It is a kind of usury strategy in online 

auctions involving the collusion between sellers and 
buyers. We illustrate the flow of online credit card 
phantom transactions in Figure 1. 

Figure 1. The Flowchart of Online Credit Card Discounting

Prior to the auction, the debtor gives his credit card 
number to the creditor and borrows the money at a 
very high interest rate (15%~25%). The creditor 
pretends to complete the transaction by using the 
debtor's credit card and receives the cash from the 
online auction1. However, there is no actual selling of 
products – a phantom transaction. The credit card 
company cannot receive payment because the debtor 
does not intend to pay, so the company postpones 
settlement with the online auction. 

Basically credit card phantom transactions are 
illegal, and cause various social and economic costs. 
First, they enhance tax evasion by the creditor due to 
the absence of transaction records. Hence, they can 
instigate the development of a black-market for loan 
services and destroy the debtor's financial condition 
due to the excessively high interest rate. Moreover, 
they are a serious issue in Korean auction sites because 
they damage the reputation of the online sites. It is 
reported that in the largest Korean online auction site 
(www.ebay.co.kr), credit card phantom transactions 
amounted to 24% of the total transactions of year 
20002. Due to credit card phantom transactions, users 

                                                          
1 In the early days of Korean auctions with the immature online 

transaction environment, online auctions needed to aggressively 
intervene into transactions to instill greater trust for the online 
customers. While eBay USA takes the ‘Low-Touch’ strategy letting 
the buyer and seller transact freely, Korean auction sites take the 
‘High-Touch’ strategy carrying out all the transaction processes 
during the auction. In case of cash transactions, the auction holds the 
money in escrow until the item is delivered to the buyers, and in case 
of card transactions, the auction pays sellers before it is paid by the 
credit card company once it gets delivery confirmation from buyers. 
This strategy is for protecting both sellers and buyers and 
encouraging online transactions. 
2

Seoul District public prosecutors arrested private money lenders 
who used credit card phantom transactions in eBay Korea site, and 
detected that their transactions amounted to 48 billion dollars from 
July 2001 for 8 months. Because the total transactions during second 

perceived that the services from this auction site were 
not safe so its stock value has dropped, thereby the 
revenue has rapidly decreased.  

For the protection from online credit card phantom 
transactions, online auctions introduced policies such 
as real name authentication, user credit evaluation and 
auto monitoring systems. These strategies had an effect 
on the removal of phantom transactions to some extent, 
however they are still prevalent, especially in the 
medium and small online auctions which cannot easily 
introduce a prevention system. The most important 
point is that these preventative controls reduce the 
attractiveness of online transactions by increasing the 
negative attitude of auction users. Thus these controls, 
in the long run, can be ineffective strategies. For real 
name authentication, users’ private information should 
be exposed and a strict confirmation process in the 
auction increases the level of inconvenience of users. 
Due to the huge cost of manual detection of phantom 
transactions, auctions adopted an auto monitoring 
system to trace phantom transactions, but it has the 
limitations in terms of preventing phantom transactions 
completely. Moreover, the few and far between 
detections of online fraud makes it more difficult to 
utilize the statistical analysis or artificial intelligence 
based on the pre detected cases for future detection of 
online fraud [13]. Even strict punishment can be 
ineffective for the deterrence of online fraud if the 
probability of detection is quite low. Thus the 
improvement of detection probability is most important 
for the prevention of online fraud, but it is really 
difficult online due to the anonymity and extremely the 
high transaction volume. 

                                                                                         
half of the year in that site were about 150 billion dollars, the portion 
of credit card phantom transactions was about 25% in auction site.

’
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With the exception of the studies on the shilling, 
there are few studies on the online auction fraud 
detection and the studies suggest the use of an 
evaluation system of the sellers' credit as a prevention 
and detection measure of online fraud [4]. Moreover, 
there are few studies on online credit card phantom 
transactions, to the best of our knowledge. Therefore, 
in this paper, we empirically investigate the possibility 
of detection of online credit card phantom transaction. 
For this research objective, – investigating the factors 
for identifying phantom transactions – this paper is 
organized as follows. In section 2, we examine the 
characteristics of online auction fraud and illuminate 
the importance of fraud detection from the criminal 
sociology perspective. We also examine the theoretical 
background for our online fraud detection from the 
MIS studies on the behavior characteristics of online 
auction participants. In section 3, we provide the 
research model and hypotheses and in section 4, we 
explain the methodology of data collection and 
analysis. In section 5, we demonstrate the analysis 
result and verify the hypotheses. Finally, we discuss 
the implications and limitations of this research.  

2. Theoretical Background 
2.1 Online auction fraud and credit card 
phantom transactions 

Many studies on the difference between online and 
offline auctions point out that online auctions provide 
the users with a convenient environment for the 
opportunistic behavior. First, in an online auction, 
buyers are greatly dependent on information due to the 
separation of product and information [17]. Hence the 
extreme dependency on information only makes it 
easier for the seller to deceive the buyer. Second, the 
buyer and seller don't need to reveal their identities 
[22]. Wholesome users also prefer this characteristic 
for the protection of their privacy. Most of online 
customers don’t want to reveal their privacy and worry 
about the reuse of this information by other online 
companies so that they are unsatisfied with their 
uncontrollability on this problem. Therefore, for the 
prevention of online fraud, if the online auction site 
obligates each customer to enter their real name or to 
use the accredited certification, it can result in the loss 
of the potential customers by the complexity of 
registration and the psychological burden for revealing 
their private information. Last, it is possible to post one 
item in several online sites. Moreover, the seller can 
easily conjecture the highest price he/she can get 
through the comparison of prices from several sites, 
and take the shilling strategy with the successful bid 
price. In a weakly-controlled distributed computation 

environment, variable pricing can be executed. 
Kauffman and Wood’s study [14] reported that 10 % 
of the biddings on the rare coins took place on the 
eBay in 2000 were just for shilling. 

Credit card phantom transactions have been 
prevalent in Korea long before online auction 
transactions. The prevalence of these fraudulent 
transactions in Korea is rooted in the immature 
financial market structure. Because of the absence of a 
precise credit evaluation system, the sub-prime 
customers with bad credit scores cannot borrow from 
banks so they are easily attracted to this expedient 
methodology. Moreover, online auctions give good 
conditions for cheating to the ones who want phantom 
transactions. They don’t need to set up paper 
companies, and the detection probability is quite low 
compared to the offline market due to the anonymity 
and the tremendous transaction volume. To add to this, 
the High-Touch strategy of Korean auctions also 
promoted credit card phantom transactions. Although 
auctions started this aggressive intervention into 
transactions in order to instill greater trust to the online 
customers, this service ended up helping to spread the 
fraudulent transactions by guaranteeing the payment to 
the sellers. Moreover, online auctions gave a tacit 
permission to be involved in credit card phantom 
transactions in their early days. Most of the phantom 
transactions involved a large amount of money so that 
the auctions could magnify their transaction amount by 
permitting them. However, as the delinquencies from 
phantom transaction increase, credit card companies 
rejected the settlement of the phantom transactions and 
finally considered the normal delinquencies as 
phantom delinquencies. Credit card companies could 
not trust the auctions and threatened not to do business 
with them. 

2.2 The importance of detection of online fraud 
from the perspective of criminal sociology 
literature

Because credit card phantom transactions are a kind 
of financial crime over the internet, we can consider 
them from the criminal sociology perspective. Becker 
[8] applied the conventional "economic" framework to 
the analysis of illegal activity that had been considered 
as non-economic activity. From the economic 
perspective, crime is also a the utility maximizing 
choice of offenders under the consideration of the gain 
and loss from the violation. In the same context, the 
socially optimal control of crime is minimizing the 
social loss from crime – the sum of damages from the 
crime and the cost for controls [8]. Based on this 
economic perspective on crime and its controls, a 
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number of MIS studies illuminated the effect of 
policies on the software piracy and hardware abuse. 
Although it is believed that the anti-piracy measures 
increase the software firms' profit, Rumelt and 
Conner’s study [20] shows the inevitable existence of 
software piracy due to the large cost of preventing it. 
This study points out that no protection can be an 
optimal strategy for the firms and consumers if more 
focus is placed on the positive network externality in 
software adoption. Increased protection raises the cost 
of pirating, thus causes some pirates to buy or to give 
up using the software. This "Do Nothing" group means 
a reduction of the size of the user base. Hence, the 
joining of piracy and positive network externality 
increases the total user base and finally benefit both 
firms and consumers.  

Gopal and Sanders' study [11] shows that 
preventative controls decrease the firm's profit while 
deterrent controls can potentially increase profit. Based 
on the economic club theory, they show the different 
reactions of piracy clubs to the preventative and 
deterrent controls. Too much preventative control 
causes the pirates to drop out of the club rather than 
alter the club size hence it causes a loss in profit. We 
can imagine the similar side effect of preventative 
control in case of the online credit card phantom 
transactions we are focusing on now. For example, we 
can consider the real name authentication of all the 
sellers and buyers as an ultimate prevention strategy 
against phantom transactions. However this strategy 
increases the online transaction cost by increasing the 
complexity and inconvenience of auctioning. 
Ultimately enormous social cost can be incurred by 
strict preventative cost because it makes the customers 
avoid transactions in online auctions. Under this 
situation, the best scheme we can consider is to 
minimize the social cost – the loss from the phantom 
transactions and the loss from preventative controls – 
and to develop an efficient detection methodology for 
the phantom transactions which are very difficult to 
completely prevent. Appropriate and effective ex-post 
detection is very important for the protection of 
wholesome consumers because it can minimize their 
psychological cost from preventative control on online 
transactions. Therefore efficient detection of phantom 
transactions is necessary in order to encourage online 
transactions by reducing risk and finally for the 
realization of economic growth by vitalizing online 
transactions.  
2.3 Studies on online auction fraud and online 
auction behavior 

The studies on identifying online fraud are 
extremely limited and largely focus on the shilling 

cases [9, 10, 15] because shilling is the most critical 
problem in eBay USA, which is the largest online 
auction in the world. Moreover most of the auction 
studies are focusing on the design of optimal auctions 
based on analytical modeling or simulations [6, 19, 21] 
hence it is really difficult to refer the empirical studies 
on online auctions. However, the studies on the 
behavior of sellers and buyers in online auctions or on 
efficient auction mechanisms give us important 
implications in understanding the behavior of abnormal 
auction participants.  

First, it is evidenced that the starting bid is related to 
the opportunistic behavior in online auctions. The 
studies insisted that the fee schedules of the English 
auction, which increases from a low price to a high 
price, causes shillings in some parts [15, 22]. The fee 
schedules in eBay show that the final value fee for the 
sold item decreases proportionate to the closing price 
in terms of the commission ratio, while the insertion 
fee for registration increases with the starting bid. 
Hence this policy induces the sellers to register with a 
lower price and increases the price by shilling. For the 
prevention of this kind of shilling, Wang et al. [22] 
suggested the policy of  charging the final value fee 
based on the difference between the closing price and 
the seller’s minimum price for acceptance. This 
argument proves the pattern of a low starting bid in 
online auctions. Thus we conclude that the 
unreasonably high starting bids are probable suspects 
in terms of online credit card phantom transactions. 

We can also find opportunistic and abnormal auction 
behavior by examining the auction length. The longer 
the auction length, the higher the price [18]. For 
example, the final average bid for an item in a seven 
day auction is 24% higher than a three or five day 
auction. Likewise, a ten day is about 42% higher.   

 Kauffman and Wood [15] also investigated whether 
shilling induces a longer auction for a higher price. The 
studies imply that the auction length is an important 
determinant of price because longer auctions increase 
interaction time between seller and buyers. Hence we 
can suspect that there is another intention with an 
abnormally short auction. In case of credit card 
phantom transactions, drawing the higher price is not 
the seller’s main purpose. Their primary objective is 
giving a loan to buyers through phantom transactions 
hence they do not want other participants that can spoil 
their phantom transaction.  Therefore, we expect the 
auction length of a phantom transaction to be shorter 
than average, thus suggest auction length is suggested 
as an important factor for the detection of phantom 
transactions. 

Relevant literature also points out that the bid count 
is also related to online opportunistic behavior. A 
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greater number of bids seem to drive a higher closing 
price. Kauffman and Wood’s study [16] empirically 
proved that bid count positively affects the auction 
participants’ utility evaluation relating the bid count to 
the Bayesian’s Willingness-To-Pay concept. While a 
high bid count attracts bidders, a low bid count causes 
bidders to view the item negatively. In the same 
context, Lucking et. al’s study [18] also asserted that 
bid count is positively related to the book value of the 
item. Bid count means the level of communication 
among buyers. If the bid count is especially low and it 
has an identifiable pattern, we can suspect that the 
seller is intentionally limiting the buyers’ 
communication. Thus, we adopt the bid count as a 
detection factor for the online credit card phantom 
transactions. 

The auction process from the starting price to 
closing price is also suggested as a detection factor for 
auction fraud. Through the simulation of the bidding 
process, Bapna et al. [7] show that the bid increment 
can be a strategic factor for buyers. Their conclusion is 
that a smaller bid increment forms higher expected 
profit on average. On the other hand, Kauffman and 
Wood [14] show that a larger bid increment is more 
related with shilling than in normal transactions. From 
the studies, we can know that there is a distinct 
difference in bid increments between normal and 
abnormal transactions. In case of credit card phantom 
transactions, the buyer’s concern is blocking others 
bids and becoming the winner or unique bidder in the 
auction to successfully borrow money. In this way, the 
bid increment would be different than that of a normal 
transaction.  

Finally, we consider the seller credit as an important 
factor for the detection of phantom transactions. Bajari 
and Hortaçsu's study [4] emphasizes the utilization of 
the seller's reputation online where fundamental 
information asymmetry exists. eBay's feedback system 
also shows that buyers’ evaluation of sellers’ credit 
plays an important role in the composition of the 
buyers’ purchasing behavior [2, 18]. Ba et al’s study 
[3] also suggests third-party certification as a way to 
prevent online fraud and to increase the credibility of 
an online site. Ba and Pavlou’s study [2] shows that 
both the positive and negative evaluation on the 
sellers’ credit affects on the buyer’s bidding price 
decision: The buyers are even willing to pay even high 
prices for items from credible sellers but, for 
suspicious sellers buyers want a large discount. It 
shows the buyers’ strategic behavior in terms of 
reducing the risk of online fraud. Therefore we include 
seller credit as an independent variable for phantom 
transaction detection. 

3. Research Model and Hypotheses 
3.1 Definition of online credit card phantom 
transaction 

The detection of credit card phantom transactions is 
really difficult because we cannot simply judge 
opportunistic behavior in online auctions through 
limited questionable behavior.  Most of all, we should 
examine phantom transactions in the line of overall 
behavior. For example, some of the well-intentioned 
users can bid with unreasonably high prices, thus we 
cannot unconditionally assume that a high bidding 
price is shilling. Similarly, all the overdue credit card 
payments are not phantom transaction.  
Notwithstanding the limitations, empirical studies on 
online auction fraud [15] showed that in order to detect 
fraud we can use a pattern of questionable auction.
This study proposes both the limitations in the 
empirical detection of auction fraud and the guidelines 
for our empirical study, together. To make an 
operational definition of questionable credit card 
phantom transactions, we interviewed the staff 
member of an online auction site who are experts in 
analyzing online auction behavior. From the interviews, 
we concluded that questionable credit card phantom 
transactions are (1) auctions which have no reasonable 
explanation or picture if items; (2) when another 
auction for the same item in a normal transaction has 
detailed information; and (3) auctions which are easily 
accepted with ‘buy-it-now’ prices even though there is 
no reasonable explanation or picture. Based on the 
review of the behavior studies on the online auction 
fraud, we capture more specific implication on our 
independent variables and set up the hypotheses for our 
model. 

3.2 Model  
As explained above, we derived five factors for online 
C2C phantom transactions: starting bid, auction length, 
bid count, bid increment, seller credit.  

Figure2. The Empirical Research Model for the 
Detection of Online Credit Card Phantom 
Transactions
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3.3 Hypotheses 
In case of normal transactions, most sellers set their 

starting bids at the minimum price proposed by the 
online auction in order to reduce the registration fee. 
Moreover, many studies show that too high a starting 
bid causes the bidders to hesitate. Bapna et al.’s study 
[7] emphasizes the importance of a low starting bid to 
gain the attention of buyers. Even in case of the used 
car bids, which are several thousand dollars, we can 
easily find a very low starting bid at one or two dollars. 
The higher the starting bid, the less attention it draws 
from bidders. Therefore, in case of phantom 
transactions, sellers set a high starting bid to restrain 
the interest of other participants. 

H1. Online credit card phantom transactions are more 
likely to have higher starting bid. 

Lucking-Reily et al.’s result [18] shows that the 
longer auctions tend to fetch higher prices because they 
allow for greater accumulation of potential bidders. 
However, in case of a credit card phantom transaction, 
the sub-prime customers with a bad credit use it for the 
purpose of borrowing money so they want to get 
money from credit card companies as soon as possible. 
Therefore, they would set an intentionally short auction 
and thereby end the auction quickly to prevent 
intervention in their phantom transaction. For this 
reason, we expect that a seller in a credit card phantom 
transaction may set a very short auction length 
compared to a normal transaction. 

H2. Online credit card phantom transactions are more 
likely to have shorter auction length. 

The prominent characteristic of phantom 
transactions is that the explanation is insufficient or 
there is no picture for the items. Kauffman and Wood 
[16] emphasize the importance of pictures for 
explaining items and this importance is increasing in 
successful auctions. A detailed explanation with a 
photograph instills trust in the items that buyers cannot 
experience before purchasing. However, in case of the 
phantom transactions, insufficient explanation is 
provided, which causes buyer not to trust the seller 
reducing the number of bids on their items. 

H3. Online credit card phantom transaction cause the 
bid count to be smaller than average.

Because of the great information asymmetry in 
online auctions, most buyers want to confirm their 
evaluation on the items by examining behavior of the 
others. The bid increment is one of most significant 

signs for such buyer behavior. If there are many 
bidders, generally the increment is small but if there is 
a bidder who really wants the item or in case of shilling, 
the increment is very large [14, 15]. Bapna et al.’s 
study [7] concludes that in normal transactions, too 
large a bid increment negatively affects the sellers 
profit. However, in case of credit card phantom 
transactions, the sellers don’t want to attract others’ 
interest and complete the auction quickly so that they 
set large bid increments. 

H4. Online credit card phantom transactions are more 
likely to have larger bid increment. 

Many studies have emphasized the importance of 
seller credit evaluation for successful online 
transactions [2,7]. Korean auction sites evaluate 
sellers’ credit depending on the successful completion 
of an auction and accumulate score. However, the 
sellers in phantom transactions use several counterfeit 
IDs for making detection difficult. Therefore, the credit 
of sellers who are involved in phantom transactions 
will generally be low because they have little chance to 
accumulate credit. 

H5. The sellers involved in online credit card phantom 
transactions are more likely to accumulate lower credit. 

3.4 Operational definition 
We operationally defined the variables from the 

literature on behavior in online auctions. However, 
credit card phantom transaction is a unique problem in 
Korea, thus it differs from the shilling case, which has 
long been the main topic of research in this area. 
Therefore, our operational definition is also different 
from the literature for some variables. For example, in 
previous studies, ‘seller credit’ means the feedback 
score of eBay, where buyers evaluate their satisfaction 
level for the purchased item. In the Korean auction site, 
seller credit is evaluated based on the success of the 
auction and we adopted this concept in our study.  

4. Research methodology 
4.1 Data collection Agent 

We collected the data from one online auction site 
using a data-collection agent, which is developed by us 
in JAVA. The data collection agent aggregates the 
tremendous amount of data on the web by imitating 
human web surfing behavior.  The agent smartly 
searches, restores, classifies, interprets and stores the 
required data. Hence, compared to a survey or 
experiment, it is a more helpful and simple 
methodology for the collection of a large amount of 
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data over long period. Moreover, it can easily resolve 
the accuracy, reality, and universality problems, which 
have been continual problems in the traditional data 
collection methodology. For example, the eDRILL 
(Electronic Data Retrieval Lexical Agent) developed 
by Kauffman and Wood [14-16] interprets the 
description of items in online auctions and classifies 
them by the type, year, and by buyer and seller. In our 
study, the agent automatically collects the specific 
bidding and user data from the online auction and 
classifies it into categories: general auction information, 
item information, seller, buyer, bidders and 
characteristics of biddings. If we select the categories 
we need, the agent collects the data for the required 
categories and for the required period from the 
accumulated date in the auction site. The daily bidding 
histories are dispersed in several web pages so that the 
agent collects all of the data and then classified it into 
item data and bidding data. The item and bidding data 
is also classified into sub categories. 

4.2 Data collection
 Using the data collection agent, we collected 

auction and bidding data continuously for three months  
–  from 2002/08 to 2002/10  –  in the largest online 
auction site in Korea (www.ebay.co.kr). From the staff 
interviews, we confirmed that in case of credit card 
phantom transactions, the closing price was around one 
thousand dollars, and we found that the most common 
item at that price was the lap-top computer. Therefore 
we collected the bidding data for lap-top computers, 
which were sold at a ‘buy-it-now’ price and paid for by 
credit card. First, we assumed the items that had no 
descriptions or pictures were questionable in terms of 
phantom transactions. Next, we classified the bidding 
data as the starting bid, closing price, auction length, 
buy-it-now price, bid count, seller ID, and seller credit. 
The total number of auctions for lap-top computers 
appropriate for our analysis was 2903. We classified 

                                                          
3 It doesn’t mean the total number of auctions for lap-tops. The data is 
limited to the transactions that were sold at the ‘buy-it-now’ price and 
paid by credit card. 

there transactions into 50 questionable phantom 
transactions and 240 normal transactions. Generally the 
number of phantom transaction was less than the 
normal transactions and our classification fit well with 
this trend. Table 2 shows the overview of both types of 
transactions. There are prominent differences between 
the two groups in the average, standard deviation and 
the min-max difference. 

5. Analysis and Results 
In our empirical model for identifying the factors 

necessary to detect phantom transactions, the 
dependent variable is binomial – whether it is a 
questionable phantom transaction or not. Hence we 
need the Cumulative Distribution Function (CDF) 
instead of linear probability function. Furthermore, our 
independent variable is continuous, so we adopt the 
logistic regression model. The dependent variable in 
this regression is the logarithm of the odds that a 
particular choice will be made. This regression 
transforms the nonlinear model to the linear model and 
uses maximum likelihood estimation. The analysis 
model is as follows: 

Logit (the probability of a credit card phantom 
transaction) 
= ln [the probability of a credit card phantom 
transaction / (1- the probability of a credit card 
phantom transaction)] 
= )()( 210 LengthAuctionBidStarting

)(

)()(

5

43

CreditSeller

IncrementBidCoutnBid

Among 290 samples, there are 50 questionable 
phantom transactions and 240 normal transactions. We 
coded a questionable phantom transaction as ‘1’ and 
normal transaction as ‘0’. Although the number of 
questionable phantom transactions is small, it is 
sufficient enough to guarantee the appropriate degree 
of freedom in the statistical estimation. Considering 
sample bias in normal transactions that can cause a 

Table 1. Operational Definition of Independent Variables
Variables Operational Definition Literatures 
Starting
Bid 

The start price set by seller. A bid with lower price than 
this starting bid is not accepted. 

Kauffman et al. (2003) Wang et al. (2001) 

Auction
Length 

The duration from the starting day to the closing day. If the 
buyer calls the ‘buy-it-now’ price, the auction is over. 

Kauffman et al. (2003) Lucking-Reiley et al. (2000) 

Bid 
Count

The total number of bids during the starting and closing
days of the auction. 

Kauffman et al. (2003) Lucking-Reiley et al. (2000) 

Bid 
Increment 

The difference between the current bid and previous bid. 
We used the average bid increment in this research. 

Bapna et al. (2003)  Kauffman et al. (2003) 

Seller 
Credit 

The accumulated score for seller credit depending on the 
success of the auction. 

Ba and Pavlou (2002)  Ba et al. (2003) 
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distorted estimation, we randomly selected data only 
on 50 normal transactions and tried estimation with the  
 data on 50 phantom transactions. The estimation result 
of this random sample cross validation was not 
significantly different with that from original sample so 
that we applied all the sample data to the analysis. 

5.1 Model fitness
We used SPSS 10.0 and tested the model fitness by 

the Model-Chi-Square Test, Goodness of Fit Test and 
Percentage Correct. The Model-Chi-Square Test 
rejected the null hypothesis that no independent 
variable is linearly correlated to the log odds of the 
dependent variable, thus proving the significance of the 

model with 
2

=165.495 (df=5, p=0.000). Hosmer and 
Lemeshow’s Goodness of Fit Test also accepted the 
null hypothesis that there is no difference between the 

observed data and estimated data with 
2

=3.134 (df=8, 
p=0.926).  Table 3 shows that the 44 (88% of 50) 
questionable phantom transactions and 221 (92.1% of 
240) normal transactions are estimated by the logistic 
regression, which means the total percentage correct is 
91.4%.

Table 3. Logistic Regression Classification Table
Estimated 

Observed Questionable    
Phantom 

Transactions 

Normal 
Transactions 

Percentage

Correct 

Questionable    
Phantom 

Transactions 
44 6 88.0 

Normal 
Transactions 

19 221 92.1 

Total
Percentage 

Correct 

  91.4 

5.2 Hypothesis verification
Table 4 shows the significance of the independent 

variables from logistic regression analysis. Wald 
statistics is the relative importance of the independent 
variables in this model, and Exp(B) is the independent 
variable’s odds ratio to the dependent variables. 
Because we assigned “0” to a normal transaction and 
“1” to a phantom transaction, the odds ratio larger 
(smaller) than 1 means that the likelihood of a phantom 
transaction increases (decreases) with the unit increase 
of the independent variable. The result identified three 
significant variables – starting bid, auction length and 
seller credit. We again analyzed with only these three 
variables and the result was still significant (Table 5).  

Table 4. Logistic Regression Result (5 factors)
coeffic

ient
Wald 

Statistics
Sig. Exp(B)

Initial Price 0.015 4.299 0.038* 1.10 

Auction length -0.306 9.222 0.002** 0.734 

Bidding Count -0.167 0.108 0.742 0.846 

Increment of 
Bidding Price 

-0.000 1.585 0.208 1.00 

Seller’s Credit 
Score

-0.035 3.917 0.048* 0.966 

Table 5. Logistic Regression Result (3 factors)
Coefficie

nt
Wald 

Statistics
Sig. Exp(B)

Initial Price 0.020 4.525 0.033* 1.11 

Auction length -0.358 14.414 0.000** 0.699 

Seller’s Credit 
Score

-0.033 2.609 0.050* 0.967 

* p<0.05     ** p<0.01 

Hypotheses 1, 2 and 5 are accepted.  Thus the 
starting bid is positively, and auction length and seller 
credit are negatively related to the likelihood of a credit 
card phantom transaction. The odds ratios of the 
variables imply that unit increase of a starting bid 
increases the probability of a credit card phantom 
transaction by 11% in case of lap-top computers. On 

Table 2. The Overview of the Sample: Questionable Credit Card Phantom Transactions and Normal 
Variables Group N Sum Average Max Min S.D.

Normal 240 145,154,400.00 604,810.00 2,000,000.00 1,000.00 643,323.66
Phantom 50 52,374,800.00 1,047,496.00 3,500,000.00 1,000.00 1,017,324.28

Starting Bid (won) 

(950 won $1) Total 290 197,529,200.00 681,135.17 3,500,000.00 1,000.00 738,781.00
Normal 240 14,503.50 60.43 230.00 0.15 56.85

Phantom 50 54.28 1.09 19.63 0.07 3.02
Auction Length 

(hour)
Total 290 14,557.78 50.20 230.00 0.07 56.38

Normal 240 2,267.00 9.45 255.00 1.00 23.91
Phantom 50 54.00 1.08 2.00 1.00 0.27Bid Count  

Total 290 2,321.00 8.00 255.00 1.00 21.98
Normal 240 53,507,484.03 222,947.85 2,131,000.00 200.00 362,222.26

Phantom 50 31,745,700.00 634,914.00 2,129,000.00 100.00 646,548.91
Bid 

Increment(won) 
Total 290 85,253,184.03 293,976.50 2,131,000.00 100.00 451,310.93

Normal 240 46,608.00 194.20 10,814.00 -2.00 1,021.93
Phantom 50 298.00 5.96 26.00 -4.00 7.54Seller Credit 

Total 290 46,906.00 161.74 10,814.00 -4.00 932.07
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the other hand, the unit increases of auction length and 
the seller credit decrease the probability of a credit card 
phantom transaction by 26 % and 3.4%. Auction length 
is the most significant variable in our model. We 
conclude that the credit card phantom transaction is 
accompanying by a shorter duration and higher starting 
bid compared to normal transaction, and the typical 
seller in phantom transaction has less credit than a 
typical seller in a normal transaction.  
The bid count and bid increment were not significant in 
our model so that the hypotheses 3 and 4 are rejected. 
In our sample, most of the bid counts for questionable 
phantom transactions were extremely biased to 1 or 2 
(98% for 1 bid and 2% for 2 bids). The Maximum 
Likelihood Estimation (MLE) tries to reduce the 
difference of observed and estimated values, so it 
seems that our bid count data is not applicable to the 
logistic regression model, which is based on the MLE. 
Regarding the bid increment, we think that we didn’t 
capture the drastic increment because we adopted the 
average bid increment. We should have caught the 
special characteristics from the starting bid to the 
closing price, but there was a limitation in terms of bid 
increment in our empirical study. However the F-
values on the two variables show that there is a 
significant group difference between phantom 
transactions and normal transactions: F=39014 
(p=.000) for bid count, F=6.104 (p=0.014) for bid 
increment. 

6. Conclusion and Managerial Implications 
6.1 Summary of the results

In this research, we identified the necessary factors 
to detect online credit card phantom transactions based 
on the behavior studies of the buyers and sellers in 
online auctions. As a conclusion, we suggest three 
factors. First, in online phantom transactions, the 
starting bid is higher than in normal transactions. 
Generally, studies on online auction explained that the 
reason for a low starting bid is related to the online 
auction’s cost (service fee) structure. However, our 
empirical investigation shows that this expectation can 
be ignored in case of phantom transactions. Second, an 
auction involving a phantom transaction is shorter 
compared to normal auctions. The normal and shilling 
case would set a longer auction length for a higher 
closing price. However, we showed that credit card 
phantom transactions set very short auction lengths to 
close the auction as soon as possible, which is a 
different than other related research.  Finally, we 
identified seller credit as being significant, which 
means that seller credit is an important signal for 
wholesome buyers in case of phantom transactions. 

Many studies on the online fraud insist that seller credit 
is an important factor for fraud detection. Although 
seller credit is not a unique factor in phantom 
transactions, and it is common in many types of online 
fraud, it is still one of the most important factors for 
phantom transaction detections. Moreover seller credit 
is actually used in the online auction sites. From our 
sample, online credit card phantom transactions have a 
73% higher starting bid, a 98% shorter auction length 
and 96% lower seller credit than those of the normal 
transactions in case of lap-top computer bidding. 

Moreover, the two variables which are rejected in 
the hypotheses verification are also significant in the F-
test. It means that there are significant differences in 
the bid count and bid increment of the two groups - 
normal and phantom transactions. Hence our result 
implies that we should not conjecture whether online 
fraud is present or not with only one or two factors. It 
should be considered in the overall context by 
investigating the various characteristics of sellers, 
items, and bids. It is not easy to perfectly detect 
phantom transactions.  

6.2 Limitations and managerial implications 
Using the online bidding data, we empirically 

showed that online opportunistic behavior can be 
predicted, and our results can be extended to the other 
online markets. The limitations of our study are as 
follows. First, our study used just one item – lap-top 
computer. Hence, we should carefully consider the 
differences in applying the results to other items. For 
example, Kauffman and Wood’s study [16] explains 
that a high starting bid attracts more bidders because it 
makes the bidders think the item is more valuable. 
However, our research provides that the bidders avoid 
an item with a high starting bid. In Kauffman and 
Wood’s study, the item was a rare coin so that its value 
is determined by the buyers’ and sellers’ evaluation. 
However, in our study, the item is the lap-top computer, 
which is standardized in its specification and 
production year. Therefore, we should carefully 
consider the fundamental differences in the item itself. 
Moreover, we collected data from only one auction site, 
which can be a limitation in generalizing our results. 
Although we targeted the largest online auction site in 
Korea, the auction site adopted consumer protection 
methodology to enhance its reputation. For this reason, 
the participants in credit card phantom transactions 
would avoid this site and visit other less famous sites. 
Finally, we cannot exclude the possibility of 
correlation between independent variables. Therefore, 
we need to develop a more comprehensive model 
which analyzes the relationship between independent 
variables.  
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Mainly the characteristics of online transactions – 
anonymity, low transaction cost, and the difficulties in 
detection – cause online credit card phantom 
transactions. It implies that similar online fraud can 
occur in many eCommerce sites under the present 
drastic growth in the number of transactions. Credit 
card phantom transactions are evolving in the overall 
online markets as participants change the methods. In 
case of ‘mobile phone phantom transactions’, a debtor 
makes a micro payment for internet contents or for 
items using his/her mobile phone and the creditor 
returns 50% of the payment as a loan. The creditors use 
famous game item transaction sites for mobile phone 
phantom transactions and sometimes they don’t return 
the payment at all. The unresolved point of this type of 
illegal transaction is that the debtors, the actual victims 
of the fraud, don’t report their loss for the fear of 
punishment for their illegal loans. In the auction 
market, as the risk of illegal and phantom transactions 
increase, buyers understate the value of items in order 
to reduce transaction risk [1]. Hence, it harms the 
honest and normal sellers. By applying our idea to 
fraud detection systems of online transaction sites, we 
can identify the questionable phantom transactions first 
thereby improving the efficiency of ex-post detection 
by just focusing on the questionable phantom 
transactions. In advance, it helps to protect wholesome 
users by preventing phantom transactions. Our study 
empirically demonstrated the possibility of fostering 
transparent and trustworthy online transaction 
environment. 
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